“f

FORENSIC EXPLORER

User Manual

Published: 18-Feb-24 at 09:44:31

GetData







Chapter Contents

Published: 18-Feb-24 at 09:44:20

QUICK STart GUILE......cciierieiiiiiiiiiiini e e s s e s s e s e s s s e s e e s aansasaas 13
Wibu CodeMeter Activation DONGIE.........ooiiiiiiiiiiiee ettt st st sir et e e 13
SYSTEM REQUITEIMENTS ...eeiiiiiiiiiitiee ettt ettt a e e s bt e s e s b e e e s a e e e sbb e e e s sab e e e s e nneeesnnneas 13
Do o] o T Yo O TSP P PP PRSPt 13
INSTAIIATION 1.ttt b et et h e bR e e e s an e sre e sreenreenreeneenneene 14
Forensic EXplorer MOAUIE OVEIVIEW ........cccuiiiiciiie e ettt e ette e e et e e e e tae e e staee e e ataeesenstaeesssaaeeasssesennes 14
[V = o To | AR PRSPPI 16
1.2 INtroducing FOreNSIC EXPIOIEI..cc..viiiiieiiii ettt st et e st esne e 18
13 SUPPOIEEd file FOrMAtS. ... uiieie ittt s b e saee e 18
14 Y] o] o Jo  at=Yo I8 i1 LT Ay (= 4 o SRR 18
1.5 KEY PrOSram fEATUIES .....uviieeciiee ettt et e sttt e e ettt e e ettt e e e s bt e e e esttaeeseabaaeesbbeeeeastaeesanssaeessseeeenssanenanses 19

Chapter 2 - 30 Day Evaluation Version.........cccccoiieeeciiiececiiienenciireneesnrensseessenssesssenssssssenssesssennnes 21
2.1 30 day €VaAlUGLION VEISION .....ciiiiiieeeiiie et ettt e e ettt e e et e e e stae e e e ate e e eeateeeseaseeeesstaeaeessaeesassaaeesssnaaans 22
2.2 Activating the 30-DAY evaluation VEISION ........cccuiiiieieiriiiiee et ceeee s e e reee e s sae e e e saae e s eneeeessnneeas 22

CRAPLEr 3 - PUICRASE.....ceeecieeiieicitieerenerttneereeereansennerenseeresserasserensssensesenssssasssssssessnsessnsesenssenen 27
31 PUINCRASE <.ttt ettt ettt st e st e st e st e e s bt e st e e eabeesabeesabee s beeebee s beeeneenane 28
3.2 LiCENSE MAINTENANCE ..eiiieiieiiitiie ettt e e s e s e e s be e e s s n et e s e s b e e e sannreessnenessanreeesannee 29

Chapter 4 - INStallatioN.......cce. et rrece e s rene e s renasesseenssesseennsesssensssnssensssnnsennnes 31
4.1 S =] W =Te LT =T 4 1] oL T TSRO 33
4.2 DOWNIOAA. ...ttt s e st e st e s e b s b e e bt s b e s bt e s r e e reenane 33
43 INSTAIIATION ettt sttt e b s e e bt s s b s b e e enee e 33
4.4 8L e YT a1 = I oY =Y o Y ol o o] [ Y PSPt 43

Chapter 5 - Dongle ACtiVation.........cciieeeiiiieeiiiirece e reneeesrenesesseenesssssenesssssenassssnennnes 45
5.1 Dongle activation of the purchased VErsion ...........coovcuiiiiiciee e e 46

5.2 GetDAta LICENSE IMANAEEN ... uuuiiiiiiieeieiiiitttee e eeriet et e e e e e setart e e e e e e sssaataeeeeessessstaneeeessesssssaraeesesssnnnnnnes 49



4 | Page Chapter Contents

5.3 Wibu CodeMeter Runtime for WindOWS USEr........ccocuerierienieniieiieeeseeseeeee e 51
5.4 NEEWOTK LICENSING ...ttt ettt et e b e e bt e st e et esabeeeabee s beesneesabeesneenane 53
5.5 Applying maintenance updates to your Wibu dongle ..........cccueeeiiiiieiiiiinieeiieeeeeeeeee e 57
Chapter 6 - FOrensic ACQUISIHION ......iiiieeiiiiieeiiiiieniiiiieeeiiiieneiiiiessiiniesssiesiessssssisssssssssssssssssnsses 59
6.1 WWIIEE DIOCK ettt ettt st e be e e b e e bt e e abeeessneennees 60
6.2 [ D) = I ST F Lol [ 4 F= T PN 61
Chapter 7 - Forensic EXplorer INterface.......ccu.ciireeeiiiieeeciiiecrciirececsrrececssrenenesssenesesssenasssssennnes 71
7.1 IMIOTUIES ..ttt et e s bt s bt s bt e s bt e bt e et e ae e e st e e be e b e e b e e b e earesanesmnesmeennee 72
7.2 MOTUIE AAA VIBWS ..ottt ettt ettt st sb e st ettt e ae e ebe e s b e e b e et e eabesanesmeesaeennee 74
7.3 CUSEOMIZING [AYOULS ..eeiiiitieetee ettt et e et sab e e st e esabeesab e e sabeesaneesaneeeaneens 76
7.4 LI 1 S e Tl oY Tl ) TSR 77
7.5 Process LOGZING aNnd PriOrify .....c.cueeeiueeriiiieieeitie ettt ettt sttt sttt st e st e st e s bt e sbeesneesane 78
7.6 RO = T ol N oY= V2P SRRSOt 79
Chapter 8 - Data VIEWS......ccceuciiieeeiiiiiceiiiieieceireneneesrenssessrenesssssenssesssenssssssenssssssenssssssenssssssennnns 83
8.1 Data VIEWS SUMMIATY .ciiiiiiiiiiiiiiiiiiieieieeeeeeeeeeeeeeeeeeeteeeesteteeeteteteeeeeteteeeterererereteteterereserereeerereeerereeesenereren 85
8.2 BT L1 PP 88
8.3 LIST VIBW 1.ttt e 91
8.4 DISK VIBW .ttt s e st r et et e nae 91
8.5 LG 11 1= o AR o PP 99
8.6 (07 1= <o) VA G - '] [PPSR 110
8.7 HEX VIBW ittt s e a e 110
8.8 TEXE VIBW ittt e e s s a e s enes 111
8.9 1) o T OO OO OO ST U PP TPV PTURRIPRRRPORt 112
< O 0 1Y o1 - VAR -1 SR 112
8.11  Byte Plot and Character DistribULION ........c..oviiiiiie e e s 115
8.12  FileSyStEM RECOIM VIEW ...ccc.eeiieeiiiieceiiee ettt e ettt ettt e e sttt e e et e e s aate e e satt e e e entaeesensaeeesnsanesansseeennsnens 119
8.13  File MEtadata..c...ee ettt st r e et sab e ab e sareeeanee s 120
814 FlE EXEONT oottt ettt ettt ba e e h e s b e e e he e sab e et e e sareeearee s 128

Copyright GetData Forensics Pty Ltd 2010 - 2024, All rights reserved.



Chapter Contents 5 | Page

=0 S = 4 0 1153 o o PP 129
Chapter 9 - Working With Data ........cccceiiiiiiuiiiiiniiiiiininiiiiieiiemniessisssssssssesssss 133
9.1 WOTKING WIth data ..cceeeiiiieeee ettt st s bt e s e e b e 135
9.2 Highlighted and checked IEEMS......c..ii i et s 135
9.3 BOOKMAIKS (Add OF EAIT)....ueeiiiiiiieeiie e eiee sttt s et e st eeve e st eebe e st eesabeesateesaseesnteesaseesnseasnsenss 139
9.4 COMUMINS et sttt ettt et e bt e s bt e b e e r e e e e s as e s anesbeesbeenb e e bt emeeemeeeneenreenreennens 139
9.5 (0] 01T Y=Y o I @ 0= o TR.Y7 1 o PR 141
9.6 [ o= g o eleTa Y e ToTUTa Yo I 11 PSSP 142
9.7 (oL o PP PPPP PPN 144
9.8 OCR (Optical Character RECOGNITION)......ueiiirieriieie ettt ettt saeesae et et esaeeseeenbeeneeas 150
9.9 RT3 T I8 o T 1Y oo LU | PP PR 153
1 20 K Y o o [ ¥ =TSP 153
Lo R 1 - - £ PRSP RS 156
Lo N A 11 =T 4o T=do I - SRR 157
9.13  COPY rOWS t0 ClIPDOAIT .. .ot e et e e e st e e e e at e e e eeasaeaesabaeeeesraeesnraeas 165
Chapter 10 - EVidence MOUIE.......cccciveuiiiiniiieeierenniieeiereeniernnceresserenserensersnssssassssnssessnsssensessnsans 167
LO.1  PrOVIEW ceiiiiiiiiiiiice et a e s e aa e s b e a e aa e e 169
T T o7 L= PN 170
10.3  OPEN AN EXISTING CASE .uuvrriiiiiiieiiiiiitteeeeesiiite et e s e sttt eeeesessabateteeesssassbseaaaeesssassnraeaeesssassssssnaeesssnnnns 173
O JR  Yo [o [ F= 1Y e 1T ol Y USSP 174
10.5  EVIDENCE PrOCESSON . .uiiiiiiiiiieiiie ittt ettt ettt sttt et sbe e s be e e sbaesbe s e sbaesneeesnnesaness 184
10.6  Adding additional eVIdeNCE 0 @ CASE ......uuiiiiieiiieicitrreee et e e e e s et e e e e e s esarta e e e e e e eeans 189
O T 1V 1o T- - 1 or- [ PP PPP PP PUPTRN 190
IR T T [ =4 T o 1Y Y PSRN 192
Chapter 11 - File System ModUIe........ccuuiiiimeiiiiiiicrrrierreeiereeneeereeessessenasssssenasssssenesssssenanns 194
0 0 O o1 1O V2 =T o T Vo Yo 11 =SSN 195
A o To | o= O O PP OO PR TP PPPOPRTOP 195
11.3  FOIO@IS VIBW .ttt ettt ettt st s e et e s e s ba e s be e e sbaesbe s e abnesneeesnneeneas 195

Copyright GetData Forensics Pty Ltd 2010 - 2024, All rights reserved.



6 | Page Chapter Contents

i O 1 £ T= o] g 1= TRV =T P PP PP PPPPPPPPPPPPRE 198
115 FilE LIST VIBW ettt ettt ettt e sb e st b b e e bt e be e s bt e e sbbesbe e e snbeebeeesnneenneas 199
11,6 Other data VIEWS...ccouieeieiiieeeiee ettt ettt ettt ettt e bt e e bt e s et e s b e e sbbesabe s e smbesbeeesnneeneas 202
11.7  File SYSTem TOOIDAI . ..ci it ettt et st sbe e s ebe e sae e b e e saneeneas 203
Chapter 12 — Artifacts MOdUIE ........ceeeeeirieicerre s s reee e e s eeas s s s e nasssssenasssssennssssrennnes 209
Y o 41 - Lot £ TP TSR T O UTOP PSP 210
12,1 Artifacts MOAUIE ..ot s e 210
Chapter 13 - Keyword Search Module............ it srenesessenesssssenanes 215
S 20 R =Y AV Yo o YT 1 ] TSP 216
13.2  KeyWord ManagEMENT ....cccieiiiiiiiieeitit ettt ettt et e sttt e sttt e s bt e e bt e e s bt e sbe e e sbee s bt e esneeebeeesnneeneas 218
0 YT Y ol o T T U] £ PR 224
1314 KeYWOId reSUI TSt cueeeeiiiiiiieetee ettt et ettt et be e e saee e b e e saneeneas 226
13.5  Keyword SEArch data VIBWS .......ceiiiiiieiciiii e cieee et ettt e e ettee e e st e e e ettae e e aaaaeesnbseeeesseeesnnsaeeessreeanns 229
Chapter 14 - Index Search Module......... e rreee s e e een e e senassssenasssssennnes 231
L1417  INA@X SEAICN ..ttt ettt s bt s bt sb e s bt e bt et e st e sae e eb e e s b e e b e e b e e b e s b e saaenreenae 232
14.2  Considerations prior to creating an iNAEX .....ccciiiiciiiiier e e e e rrrr e e e e e e eeae 233
14.3  Creating @N iNUEX .uiiiciiie e ciee e e et eree e e st e e e et e e e ssaaee e e s teeeeesteeessssaeessnseeeeasseeesnnneeeesnseeanns 233
I Y T Y ol o1 T =T o T T o L= PR 237
T4.5  SEAICN MESUILS...cutiiiiiiieitee et sttt et et et 239
14.6  Index Search ComMPOUN FilES......coiuiiiieiiiiiceiee ettt e e ee e s st ae e e e rate e e ssnneeeesnseeeens 240
o A 3 o T T o AV o o N ] USRS 240
T T [T Lo Y =TT ol T o= =41 o V- USRS 241
Chapter 15 - EMail ModUIe.........ccuuiriieieieiccereicerreenceseeeneeseeanneesenassssennssessennsssssennssssnennnes 243
15.1  EMAIL ittt h e bt e b et et e a b e bt e e b e e b e e b e e besabesaaesaeenee 244
15.2  EMAIl MOAUIE .. e e e 244
15.3  Microsoft OUtIOOK .PST @Mail .c..couiiiiiiiiiece e e e e 244
15.4  Index Search the EMail MOAUIE ......cc.ooviiiiiiicee e e e e 245
15.5  keyword Search the EMail MOAUIE ......c...eviiiiieiieeeee e et e e e e et e e e e 246

Copyright GetData Forensics Pty Ltd 2010 - 2024, All rights reserved.



Chapter Contents 7 | Page

Chapter 16 - Registry Module.........cccceueiiiiieiiiienccrreecerreeeeereeneeereeassessenasssssennsssssennssssrennnns 247
T 2 0= = {1 VA 0 4T Yo [ S SN 248
16.2  Adding a REGISTRY FILE to the registry Mmodule ..........ccociiiiiiiiiiiiie e 249
16.3  REGISTIY DAta VIEWS ...eiiiiiiiiiieiee ettt s e s e s nn e e san e s sna e 250
16.4  Deleted reGiStry KOYS ..couii ettt ettt et st nnne s b e nneeneas 252
16.5  Examining registry files USING SCIIPLS .ueieiiii ittt e st e e e aee e s ena e e e snreeeeas 252

Chapter 17 - Bookmarks MoOdUIe ............cereeeeiiiieiierieecerreeeeereeeneereeaseessennsssssennsssssennsssssennnns 255
0 R Y [o [T Y- - oTo] 4y 0 =1 o RSN 256
17.2 BOOKMAIKS MOQUIE.....cueiiieiieiieit ettt st sttt ettt ettt sbe e s b e b e b e e b e sanesanesaeeneee 258
17.3  Identifying Bookmarked files other modules ..........coceeiiiiiiiiiiii e 261

CRAPLEr 18 - REPOIES . .c..iieuiieeirenirennertenitteneereserenserensersasserassesassersnsssensessnssssnssssnssenansssansesansans 263
18.1  MS WOrd - QUICK REPOITS ...eeeeiiiiiiieeiiiesite ettt ettt ettt ettt ettt be e e saee s bt e e saneebeeesnneeneas 265
18.2  The REPOItS MOTUIE ...ttt ettt s sbee bt e et e e be e e snneenees 268
1 B 0= o To o £ I =TT PP PPPPPPPIRE 270
20 S (=T o Yo o fl Yo 1 o T RPN 277
18.5  Crealing REP OIS c oot e e e e e e e e e e e e e e e e e e e e e e e e aaens 279

Chapter 19 - SCripts MOUIE .....cuuieeiieeiiriiirenereeereeereeneereseernsnerensesenserensessasessnssersnsssensessnsens 311
S T Yol T 1Y/ o Yo 0|1 PSRN 312
19.2  Managing scripts in the SCripts WiNGOW .......ccueiiiiiiiiiiiiii et e s e st e e seaee e snaeeeeas 319
S T B (oY oo [ ot o o I o T o T o] ] =PSRN 320
1004 S ArUP . PAS ittt et et et e e et e e et et e e et et e e et et et et et et aaararens 323

(o =11 =1 g 0 Il =14 Yol 4 V7' 4 Lo o JROOU S0 325
D0 Tt R 1 o Vol ¥/ o) o] o DTN 326
20.2  Decrypting Supported ENCryption FOrmMats .......ccciiiiiiiiiiiii ettt srree e e e e evarnee e s 328
20.3  Identifying Other ENCrypted FileS ......ueiii oottt e e e a e e e e 332
20.4  Decrypted Password Protected Archives (Zip, 7Z) .....cueuceeeeeceeeesee et cetee e eee e e e e 336

Chapter 21 - Date and TimMe.....ccceuiiiiiieiiriiiierrenrereeneeereenesieseensssssennsssssennsssssennsssssenssssssennnns 337
21.1  Date and time in COMPULET FOTENSICS ..viieuiiiiiiiiee e cieee e et e e e e e e e e e e e e nae e e e st e e s enreeesneneas 338

Copyright GetData Forensics Pty Ltd 2010 - 2024, All rights reserved.



8 | Page Chapter Contents

21.2  FAT, HFS, CDFS file system date and time .....cccueeeiuieeeeiiiee et ere e e e e 338
21.3  NTFS, HFS+ file system date and tiMe ..cco.uiie ittt 338
21.4  Date and time information in the Windows registry ..........ccoceeriiieieeiiieinieniceee e 339
21.5  Daylight SAVING tIME (DST) cueerteeierieriieitieste ettt ettt ettt e e st st esheesaeesbe et e satesaeesbeesbeebeenbesaaesaeesaes 342
21.6  Adjusting Date in FOrensiC EXPIOIEI......cocciiiiieiee it ettt e stee e et e e e e are e e s e e e e s ataeeeeanraeeennreeas 343
(o =11 (=T gy A o T 11 - 349
22,1 HASH VAIUES et s st a et et nee 350
D R -1 o\ Fdo Y 411 o 4TSRS 350
22,3 ACQUISTTION HASH .ottt et st et s e e be e s esree s eenee e 350
P Y 1 Tor- Y d o o I o - 1) o FO PR 350
22.5  HaShiNG fill@S iN @ CASE ..eiuiiiiiiiiiieetee ettt st ettt b e s b s b e st esbee s beeebeenane 353
22,6 HASH SBES et s h e b e bt et a et e h e b e bt e b e sane e nae 362
22.7  DOWNIOAA HASH SEES ...cotieiieiieieeie ettt sttt et ettt sae e b e b e s neee 363
22.8  Creating Nash SETS......ccuiiieeciiii ettt e e st e e et e e e e et e e e s tbe e e e s tbbeeeettaeeetbeeeeaataeeeaaraeeenraeas 363
22,9 HASH MALCN et et ettt h e bbb s naeenae 367
B O B o 1=tV [ OO UPP PP 372
Chapter 23 - File Signature ANalysis........ccceeiiiiiiiiiiiiiniiiriiienreiereeeieresnessssenesssssenesssssenenns 377
23,1 File SIZNATUIE @NAIYSIS ..uiieieceiiieieiiie e iiieeeesiee e eete e sttt e e et e e esaaee e e staeeeessteeesennteeessseaeesssaeesansseeesnnseens 378
23.2  Why run file Signature analysis? .......cuiiieciiii ettt e e et e et enraeas 378
23.3  Running a file sigNature @analySiS.......cueiiiciiiiieiiee ettt e e et e e e st e e e e are e e earaeas 379
23.4  Examine the results of a file signature analysis.........ccccviiiiciii e e e 380
Chapter 24 - Data RECOVEIY .....ccccuuiiieeunierieiueieeeennniereennsseseenssaeseensssasesnsssssennssssssnnsssssennsssssennnns 383
24,1  Data RECOVEIY - OVEIVIEW ..uiuiuveiuierereretereterereseratererereresenereresereterererereme........—..————————————————.—.........—.——.— 384
P R N W0 - 1 I =Yoo 1YL Y PSR 385
D N N Yo - 1 I =Yoo 1YL Y S 391
D S {1 o= Vo~ SR 394
CRAPLEr 25 - RAID ....ccuuiiiiiieeiiitecieeerteeistneeeteesetensetensesenssssnssssnsssssnssssnsessnssssnssssnsssssnsssensesannans 403
25.1  RAID - INErOQUCKION ceueeeeiiieiteeie ettt st ettt et e sab e et e s e e bt e s b e e ebeesareesneenane 404

Copyright GetData Forensics Pty Ltd 2010 - 2024, All rights reserved.



Chapter Contents 9 | Page

P T A o (-1 o I-1 -1 { (o] H PP U OO U PPN PRPRPRPOON 404
25.3  AddIiNG @ RAID 0 @ CASE ....eeiutieiiieiiee ittt ettt sbe e et e st e st e e st e s bt e st e e bt e sabe e e bt e s beesbeesabeeeneenane 405
Chapter 26 — ShadoW COPY ....coiiiuiiiiimuiiiiiniiiiinieiieneiiemiiiesiiiensisssistsssistesssssssnsses 409
26.1  Shadow COPY INTrOTUCION ....eiiiiiiiiiiieeee ettt ettt e st e b e s bee e aee e 410
26.2  Examining Shadow Copies With FOrensic EXPIOrer........ccocuiiiieeriieniieeniieeiee sttt 414
Chapter 27 — Mount IMage Pro .......cccceeeceiiieiiiiieieiereeencerreensieseenssseseensssssennsssssennsssssennsssssennnns 417
D N R |V, (o T8 o} Bl [0 g =T == o o OO PUROP PP PR PRPRPOPRRPON 418
(o =11 (=T g 2 Tl WLV 7o To | 420
28.1  LIVE BOOT .iiiiiiiiiiiiiiiicitii et 421
B T A 0= 1o (U1 =T 4 =] o) &SSP PPN 421
28.3  COMPALIDIITY coeeeeiiieeieee ettt st st et be e s e e b e s e e e nee e 424
28.4  Live BOOt WOIKING FOIARI .euueiiiiiiiieeeiee ettt sttt ettt st ene e s esnee s 425
28.5  Live Boot on Windows 11 Forensic Workstations .........ccocueeeveerieenieeniieeeiee e 426
2 I o (o )V (ol MAVZ-N 2 ToTo ) - W aloT =T o [y (ol [ 4 == < TR PRP PPN 428
28.7  Live Boot and User 10gin PassWord DYPassS.....cccueeiicuieeeeiiiieeciiee ettt e esireeee e e e etree e e staeesearae e enraeas 433
28.8  TroubleshOoting LIVE BOOT.......cccuiiiiiiiie ettt ettt e e ete e e s tae e e e st a e e e e at e e e sateeeesataeesenssaeesnnranas 450
28.9  Creating A deployable Ve DOOT........uuii i e e e 454
Chapter 29 — Forensic Image CONVEITEN ........cciiiieeiiiiiniieiieniieieeesierenassissenassssssnssssssenssssssennsns 465
29.1  FOrenSiC IMAage CONVEITEN .. uiiiiiiiiiiiiiieee e e eriiteee e e e e sttt e e e s e ssabareeeeeessesaabeeaeesssesssranaeeessenssseraeeesns 466
29.2  Download and Install FOrensic IMage CONVEITEN .......ccicciiieieiieeecieeeesiteeeeree e esiree e e staeeeeeeeeesnneeas 466
29.3  Add Forensic Image Converter to the Windows Path .......cccccceviviiiiriiciii e 468
29.4  Launching the Windows Command LINE .........ueeeiiiiiiiiiiiiece ettt e e e e eesntre e e e e e e saraaeeee s 470
29.5  CONVEItTOLOL.EXE - USQEE .uuvvuvuuururururerururerurereseresesesesesesesesssesssesssssesssesesssssssesessmessmememememem..——... 471
29.6  Validation Of CONVEISION ....oocuiiiiiiieiiieittertt ettt st se ettt st sae e b e b et e e saaesaeeneee 475
Chapter 30 = Working With ... ...couee i s s sene s s enass s s s enasssssenesssssenanns 477
0 0 R I WU o 1Y = 7 T (U o L3S 479
30.2  TRUMDBNGAIIS oo e e s e e 495
30.3  Video Key Frames (KEYframeS) ......ccicuieeeiiiieiiiiee e stieeeesiteeeesve e e staeeeessteeeseneeeeesnseeeessseeesennneeesnnsnnas 498

Copyright GetData Forensics Pty Ltd 2010 - 2024, All rights reserved.



10 | Page Chapter Contents

10 I U1 o o N I £ TSSOSO UR TP TP URPRPROPPON 500
30.5  Utilizing 3™ Party Tools in FOrensic EXPIOTEr .........c.ceveveveueuieieiieeteiereretetetesee ettt ns 503
Chapter 31 — FEX VIBWET ...ccuuuiiiiiuiiiiiiiiiiniiiiienienssieiiesssissiesssistsesssssssssssssssssssssssssssssssssssssssnssss 509
311 FEX VIBWET ...ttt ettt ettt e ettt e e e e ettt e e e e e s aa e bt e e e e e e s aabebteeeeeeseaaanbbaaeeessesnnnbaaeeeeesanann 511
Chapter 32 — FEX Al...cuuuiiiiiuiiiiiiiiiiiiieeniennsietienssieiienssisiienssistssssssssssssssssssssssssssssssssssssssssannsss 517
32.1  Artificial iNTellIENCE (FEX-AI) ciuvieiieeiiieeieestee et e site et e st e e ste e st este e sabeeeveessteeeseesnteeeseesnsaeenseennes 519
32.2  Ramdisk (ImDisk virtual disk driver for Windows) .........cc.eeeieiiiiiiiieeciiiee e 521
28 I Yo [ 1Yo e Yo | o =T ol o U oo WSS 523
R o {o Tl =111 o T - PP PORPR PN 524
R T - Tol 3 = <o 1 o ] [ TP PP 527
32,6 FACE RECOGNITION . ..ciiiiiiiiiiiiet ettt e e s e s enr e e e snae e e e sar e e e senreeesnnneas 529
A A N Tol=Y o ol B o] 1 TSR 531
Y28 0] o YTt D<) o Yot o] o [P RR 532
R R BT V/=T-Yo o] o W B 1) £ =To u o] o DRSPS 533
(o F-1 ] =T G T R Y- - | 535
33,1 THIS USEI GUIE ..ttt ettt st st sbeesbe e bt et e eae e sbe e b e e b e e b e enbesanesmeeneee 536
1. 70 2 o 1Y/ - o | SRR 536
R T8 T I Tol= 1 LY I T4 1= o 1= o PSPPSR 537

Copyright GetData Forensics Pty Ltd 2010 - 2024, All rights reserved.



Chapter Contents 11 | Page

Appendix 1 - Technical SUPPOrt .......coeeiiieeiiitecr e reneeee s rene s s renesessrenessssrennssssrennnes 541
Appendix 2 - Write BIOCKING .....ccuuiiieeeiiiiiiiireicc it ccrreceee s reneee s rene s s s ennsesssenessssrenssssssennnes 543
APPENdiX 3 - Fil@ CarViNg ...cc..iiieeeeciiieeeiiiieceeeireneeesreneseesrenesessrenessssrenssessrensssssrenssssssensssssrennnns 545
Appendix 4 - Summary of Date and TiMe ...c...cciveeeiiiiiieiiiirerer e renees e renese s e renesessrenesssssennnes 553
APPENdIX 5 - REfEIENCES....ccuuiiieeeciiieeeiiireceeerreeeee s reneeesrenesesrenessssrenssessrensssssrennssssrennssssrennnns 555
PAV'o oY=y Te D o J 0 1= {1 11 4 o T o 13 559
Appendix 7 - SAMPIE SCrPL.....ocveeiireeciireecrrrcer e s rene e s reneseesrenssessrensssssrennssssrennssssrennnas 573
APPENIX 8 - ICON K@Y......oieeeeiiieeeciiieeeietreieeerreneeesrenesesrenessssrensssssrensssssrensssssrensssssrennnsssnennnns 575
Appendix 9 — iTUNES BaCKUP Fil@S .....ccuuiiieeeiiiieiiiireceirreceee s reeeee s reneneesrenasesesennsssssennsesssennnes 577
APPENAIX 10 - INAEX ..ccuniieeeeciiiiieciiieiecerreneeerreneseesreneseesrenssssssenssssrenssssssenssssssenssssssennsssssennnns 581

Copyright GetData Forensics Pty Ltd 2010 - 2024, All rights reserved.






Quick Start Guide 13 | Page

QUICK START GUIDE

This quick start guide gives a brief introduction to Forensic Explorer. More detailed information is available
from:

User Guide: ‘Forensic Explorer User Guide.en.pdf’ is in the installation folder.
C:\Program Files\GetData\Forensic Explorer v4

Online: https://getdataforensics.com/

By Phone or email: USA: +1.844.300.0552 (Pacific Time) or support@getdata.com

WIBU CODEMETER ACTIVATION DONGLE

A Wibu CodeMeter USB activation dongle is shipped with a Forensic Explorer purchase. Each dongle is uniquely
identified by a serial number stamped on the USB insert. It contains an activation key for:

e Forensic Explorer.
e  Mount Image Pro.

Important: The dongle is for activation purposes only and cannot be used for USB storage.

SYSTEM REQUIREMENTS

Forensic Explorer and Mount Image Pro are optimized for an Intel® Core i7 with 16GB RAM. Forensic Explorer is
a 64bit application which will run Windows 7, 8, 8.1 or 10. Forensic Explorer should run with local administrator
permissions where possible. (Contact support@getdata.com if a 32bit version is required).

DOWNLOAD

Forensic Explorer: The latest version of Forensic Explorer is available for download at:
https://getdataforensics.com. Customers should download and install the Full
Version Dongle Only.

Mount Image Pro: Mount Image Pro is required for Live Boot. The latest version of Mount Image Pro is
available for download at: https://getdataforensics.com.

Virtualization Software: Oracle VirtualBox (recommended) is free and is available for download at
https://www.virtualbox.org;

Or.

VMWare Workstation Pro is commercial software available for purchase and
ddownload at: https://my.vmware.com/web/vmware/downloads. VMWare Player

(free for non-commercial use) may also be used, but has limited functionality (i.e.,
multiple disks cannot be added to a Live Boot session).

Important: VMWare must be activated at the program splash screen on first run.
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INSTALLATION

It is recommended that Forensic Explorer and Mount Image Pro be installed and run with local administrator

user rights. Run the setup files and follow the installation instructions. To set Forensic Explorer and Mount Image
Pro to run as administrator, right click on the desktop icons and select Properties > Compatibility > Run this
program as an administrator.

Important: Mount Image Pro installs two system drivers which require a reboot of the forensic workstation.
Once installed, run Mount Image Pro and check that the driver status is in the information bar at the bottom of
the GUI.

FORENSIC EXPLORER MODULE OVERVIEW

Forensic Explorer is made up of modules which are accessed via tabs at the top of the program GUI. Each module
contains a toolbar where analysis functions are launched. Within a module, right click in the data view window
to access a drop-down menu of available options relevant to that window.

1.1.1 EVIDENCE MODULE

The Evidence module is the default window that appears when Forensic Explorer is run. The Evidence module
is where a case is created, opened or previewed and evidence is added. Evidence can be added in the form of a
physical device, a forensic image or individual files.

To add a forensic image, select the Add Image button. When evidence is added, the Evidence Processor window
enables the investigator to select and run automated processing tasks. This includes Triage, which sends registry
files to the Registry module, automatically bookmarks items of interest and uses this information to populate
the Triage report in the Reports module.

For more information on the Evidence module see Chapter 10 of the Forensic Explorer User Guide.

1.1.2 FILE SYSTEM MODULE

The File System module is typically where most of the forensic analysis will be conducted. Use the branch plate,
filtering, highlight and sorting functions to navigate around the filesystem. Use the various data views, such as
gallery, text, hex and display to examine file content. The toolbar menu gives access to programs that assist with
automated analysis, including tasks such as folder recovery, file carving, file signature analysis, skin tone analysis
and more.

For more information on the File System module see Chapter 11 of the Forensic Explorer User Guide.

1.1.3 KEYWORD SEARCH

The Keyword Search module allows a low-level search across raw case data for user created search expressions.
Keywords can be simple text words or more complex search formulas such as Regular Expression (RegEx), and
hexadecimal values. User CTRL+N from any module to add a new keyword, or import lists of keywords from the
Keyword module, Keyword Management toolbar button.

For more information on the Keyword Search module see Chapter 13 of the Forensic Explorer User Guide.
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The Index Search module uses dTSearch indexing technology to create a real-time keyword searchable index.
The index can also be exported and used as a dictionary to break passwords.

For more information on the Index Search module see Chapter 14 of the Forensic Explorer User Guide.

The email module supports the analysis of a variety of email formats, including:

e EDB Microsoft Exchange

e EML Email Message format

e .MBOX Mailbox format

e .MSG Microsoft Message file

e .OST Microsoft Offline Storage Table

e PST Microsoft Personal Storage Table

These files can be passed into the Email module by right clicking on a selected file and using the Send to Module
> Email option.

For more information on the Email module see Chapter 15 of the Forensic Explorer User Guide.

The Registry module is used to expand and examine Windows registry files. A Windows registry can contain a
great deal of information that can be of value to the forensic investigator, including computer and user
information. The toolbar buttons automate the process of extracting data from relevant keys.

For more information on the Registry module see Chapter 16 of the Forensic Explorer User Guide.

Bookmarks are used to identify items of interest. Forensic Explorer enables almost any item (e.g., file, folder,
keyword, search hit, etc.), or a selection from an item (e.g., a fragment of text from a file or unallocated clusters),
to be bookmarked. To create a bookmark, select the item of interest, right click > add bookmark, choose a
folder where it will be saved within the Bookmark module and include any comments associated to it.

Important: Forensic Explorer Reports are generated from Bookmarked items.

For more information on the Bookmarks module see Chapter 17 of the Forensic Explorer User Guide.
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1.1.8 REPORTS

Reports are generated from bookmarked items. The Report Editor is used to design a report and populate it with
data from the specified bookmark folders. Reports can be saved as templates for use in future investigations.
Default templates, such as the Triage report, are provided with Forensic Explorer for fast access by the
investigator. Any report component can be easily moved or edited from one report to another. Hyperlinks can
be associated to a file of interest within a report, with the actual file being exported when it is finalized and
created. Reports can be exported as DOC, RTF, PDF, and HTML formats.

For more information on the Reports module see Chapter 18 of the Forensic Explorer User Guide.

1.1.9 SCRIPTS

Forensic Explorer sits on top of a Delphi scripting language. Scripts are written and run in the scripts module or
launched in other modules via toolbar buttons or by other scripts.

For more information on the Scripts module see Chapter 19 of the Forensic Explorer User Guide.

LIVE BOOT

Forensic Explorer Live Boot enables an investigator to boot a forensic image or write-protected physical hard
drive containing a Windows, Linux or MAC Operating System.

To Live Boot you need the following software installed:

1. Mount Image Pro (MIP). A Forensic Explorer dongle comes with a license of MIP. MIP can be
downloaded from www.mountimage.com.

2. VMWare Workstation or VMware Player, https://my.vmware.com/web/vmware/downloads (Player is

free for non-commercial use. Player does not support the addition of additional disks within the virtual
machine);

OR,

Oracle Virtual Box, https://www.virtualbox.org (Recommended: Live Boot of MAC will work only with
VirtualBox).

Ensure that the forensic image file is an image of a bootable file system (Windows, UNIX or MAC [APFS not
supported at this time]) and that it contains a Master Boot Records (booting of logical volumes is not currently
supported).

Click the Live Boot button in the File System module and follow the onscreen instructions.

For more information on Live Boot see Chapter 28 of the Forensic Explorer User Guide.
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1.2 [INTRODUCING FORENSIC EXPLORER

Forensic Explorer is a computer forensics software program written by GetData Forensics Pty Ltd
(https://getdataforensics.com/). Forensic Explorer is a tool for the analysis and presentation of electronic

evidence. Primary users of this software are those involved in civil or criminal investigations.

Forensic Explorer combines a flexible graphic user interface (GUI) with advanced sorting, filtering, searching,
previewing and scripting technology. It enables investigators to:

e Access and examine all available data, including hidden and system files, deleted files, file and disk slack
and unallocated clusters;

e Automate complex investigational tasks.
e Document a case and produce detailed reports; and,

e  Provide other parties with a simple to use tool to easily review evidence.

1.3 SUPPORTED FILE FORMATS

Forensic Explorer supports the acquisition of the following file formats:
e DDorRAW,;
e EnCase® .E01;

Forensics Explorer supports the analysis of the following file formats:

Type Extension
Apple DMG .DMG

DD or RAW .DD, .BIN, .RAW
EnCase® .E01, .Ex01, .L01, .Lx01
Forensic File Format .AFF

FTK® .E01, .AD1

ISO .ISO
Macquisition .00001
Microsoft VHD .VHD

NUIX .MFS
ProDiscover® .EVE

Safeback® v2 .001

SMART .S01

VMWare® .VMD, .VMDK
Xways Container .CTR

1.4 SUPPORTED FILE SYSTEMS

Forensic Explorer supports analysis of:
e  Windows FAT12/16/32, exFAT, NTFS,

e Macintosh HFS, HFS+ (no journal processing), APFS (decryption and Live Boot not currently supported)
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EXT 2/3/4 (no journal processing)

CD/DVD ISO, UDF

e Hardware and Software RAID: JBOD, RAID 0, RAID 5

1.5 KEY PROGRAM FEATURES

Key Forensic Explorer features include:

Fully Customizable Interface: The forensic explorer interface has been designed for flexibility. Drag, drop and
detach windows for a customized module. Save and load module configurations to suit investigative needs.

International Language Support: Forensic Explorer supports Unicode. Investigators can search and view data in
native language format.

Complete Data Access: Access all areas of physical or imaged media at a file, text, or hex level. View and analyze
system files, file and disk slack, swap files, print files, boot records, partitions, file allocation tables, unallocated
clusters, etc.

Powerful Pascal Scripting language: Automate analysis using a provided script library or write your own analysis
scripts.

Fully Threaded: Run different analysis functions in separate threads.
Data Views: Powerful data views including:

e  File List: Sort and multi sort files by attribute, including, extension, signature, hash, path and created,
accessed and modified dates.

e Category Views: Show files by extension, date etc.

o Disk: Navigate a disk and its structure via a graphical view. Zoom in and out to graphically map disk
usage.

e Gallery: Thumbnail photos and image files.
e Display: Display more than 300 file types. Zoom, rotate, copy, search.
e Filesystem Record: Easily access and interpret FAT and NTFS records.

e Text and Hexadecimal: Access and analyze data at a text or hexadecimal level. Automatically decode
values with the data inspector.

e File Extent: Quickly locate files on disk with start and end sector runs.

e Byte Plot and Character Distribution: Examine individual files using Byte Plot graphs and ASCII
Character Distribution.

e File Metadata: Examine metadata properties within files.

RAID Support: Work with physical or forensically imaged RAID media, including software and hardware RAID,
JBOD, RAID 0 and RAID 5.

Copyright GetData Forensics Pty Ltd 2010 - 2024, All rights reserved.



20 | Page Chapter 1 - Introduction

Hashing: Apply hash sets to a case to identify or exclude known files. Hash individual files for analysis.
Keyword search: Sector level keyword search of entire media using RegEx expressions.
Keyword index: Built in DTSearch index and keyword search technology.

Bookmarks and Reporting: Add bookmarks to identify evidence and include bookmarks in a custom report
builder.

Data Recovery and Carving: Recover folders and files. Use an inbuilt file carving tool to carve more than 300
known file types or script your own.

File Signature Analysis: Validate the signature against file extension.

Export to LEF: Export a subset of files in a case to a LEF (Logical Evidence File).
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Chapter 2 - 30 Day Evaluation Version
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2.1 30 DAY EVALUATION VERSION

To request a 30-day evaluation version of Forensic Explorer, visit https://getdataforensics.com/ and complete

the online registration form. Download instructions and an evaluation version software activation key and will
be sent to your email address.

Note: It is not possible to activate the evaluation version in Virtual Machine.

The Forensic Explorer 30-day evaluation version is a standalone program. It has:
e Aseparate installation file: “ForensicExplorer-Evaluation-Setup.exe” and;
e Isinstalled in its own path “C:\Program Files\GetData\Forensic Explorer Evaluation vX\”.

The evaluation version is marked as “Evaluation” in the status bar at the bottom of the Evidence Module and in
the program “About” tab.

The 30-day evaluation version has the following limitations:
e Does not allow the saving of case files;
e Does not allow the exporting of files from a case; and,

e  Will expire in 30 days.

2.2 ACTIVATING THE 30-DAY EVALUATION VERSION

The 30-day evaluation version is activated by a software key only (a purchased version is activated by dongle
only).

If your computer is connected to the internet, enter the 30 day evaluation version key into the field provided
and click Next (as shown in Figure 1 below):
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Figure 1: Online activation, 30-day trial version

B ' Forensic Explorer - Evaluation

(®) Online Activation

Online activation is an automated process that reguires an
v internet connection. Mo personal information is sent.

() offline Activation

Offline activation is a manual process which can
be used if internet access is limited.

An evaluation key input message will display the following screen, as shown in Figure 2 below:

Figure 2: 30-day evaluation key input activation message

B ' Forensic Explorer - Evaluation *

Activation (Online)

Enter the Evaluation Key that you received via email when vou
registered at:

| http: ffforensicexplorer.comjrequest-evaluationkey |

Evaluation Key || |

< Back MNext = Cancel

Once the 30-day evaluation version is activated, the number of evaluation days remaining is shown on the
program splash screen (see Figure 3 below). Click on the “Continue Evaluation” button to use the software, or
the “Buy Online” button to visit the purchase page at https://getdataforensics.com/.
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Figure 3: 30-day evaluation version splash screen

FORENSIC EXPLORER

Evaluation Version: GetData Pty Ltd

icexplorer, com

Continue Evaluation Buy Online

2.2.2 OFFLINE ACTIVATION (30 DAY EVALUATION)

Where the computer on which the software is being installed is not connected to the internet, a separate
internet connected computer can be used to activate. The activation process involves:

e  Exporting a license file from the software;

e Uploading the license file, together with your purchase email address and license key at a web site
(using any internet connected computer);

e Downloading the validated license file and importing it back into the software.
To activate an offline computer:

1. Click the Offline Activation button and click Next;
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Figure 4: Activation wizard

B ' Forensic Explorer - Evaluation >
Activation

() Online Activation

Online activation is an automated process that requires an
w internet connection. Mo personal information is sent.

(®) Offline Activation
e =i

cilo Offline activation is a manual process which can
w be used if internet access is limited,

< Back Cancel

2. Click on the Export button to export and save the license file "GetData.GDActRequest":

Figure 5: Offline activation (evaluation version), export of license file

B ' Forensic Explorer - Evaluation >

Activation - Offline

Web Browser Activation

Step 1: Step 2: Step 3:

A W o)
IUpload your activation

Export your request file, license key Import your new

activation : activation
request file ?;ﬁ)iﬁ;"ﬁgg;i? at the response file
Export | getdata.com/offline Import

Mext = Cancel

3. Using a web browser on any internet connected computer, go to http://getdata.com/offline (or
https://support.getdata.com/offline-wibu.php) and enter the required details:
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Figure 6: Offline activation (evaluation version), upload of license file and activation details

) ==~ .
Get reT L GETDATA PRODUCTS CONTACT SUPPORT MY CART & #» ACCOUNT
Software Development Company

GetData Product - Manual Activation H=EFEEE

What is your purchase Email address?
support@getdata.com

What is the License Key (found in purchase confirmation email)?
B2A5-5723-CoA2

Upload your Activation Request File:

Choose File | GetData. GDActRequest

Upload

© GetDatz 2002-2019 All Rights Reserved. Home | Resellers | About Us | Sitemap | Privacy | User Agreement | Edit Page usa21

Click the Upload button to send the details to the activation server:

The details are validated by the activation server and the file "GetData.GDActResponse" is returned to you.

Figure 7: Offline activation (evaluation version), download of license file

GetData Product - Manual Activation

Your activation response file will begin to automatically download shortly.
Click here to begin the download manually.

Save "GetData.GDActResponse" and take it back to the offline computer on which you will be activating the
software.

Once the "GetData.GDActResponse" file is back on the offline computer, click the Import button to import the
file into the software. The software is now activated.-+-

Copyright GetData Forensics Pty Ltd 2010 - 2024, All rights reserved.




Chapter 3 - Purchase 27 | Page

Chapter 3 - Purchase

In This Chapter

3.1 PUICNASE ..ttt s e 28
3.1.1  PUICh@se ONIINE ...c.iiiiiiiiiiiieiteee e et 28
3.1.2  PUICh@SE OFdEIS.....uiiiiiiiiieiie sttt e s sne s e 28
313 RESEIIEIS .. e 28
3.2 LiCENSE MAINTENANCE ..oiiiiiiiiiiiii e a e s 29
3.2.1  Purchase License MainteNanCe ...c..cevuieuiriiriieniieteeieeie st sttt ettt s neee 29

Copyright GetData Forensics Pty Ltd 2010 - 2024, All rights reserved.



28 | Page Chapter 3 - Purchase

3.1 PURCHASE

Forensic Explorer is dongle activated only. A dongle is provided for each license purchased.

Forensic Explorer is available for purchase online, via purchase order, or via forensic software resellers.

Forensic Explorer can be purchased online at https://getdataforensics.com/ by following the purchase links.
Please see the purchase page for pricing, volume discounts and software bundle options.

Purchase Orders can be placed by Government and Corporate entities by contacting GetData head office:

GetData Pty Ltd

Suite 204, 13A Montgomery Street

Kogarah,

New South Wales, 2217

Australia

Ph: +61 2 82086053

Fax: +61 2 95881195

Email: sales@getdata.com Or support@getdata.com

Or via your forensic reseller.

GetData fulfil purchase orders in accordance with the laws of the State of New South Wales and the
Commonwealth of Australia and any dispute relating a purchase order shall be governed by these laws,
without regard to any other Country or State choice of law rules. This supersedes all prior proposals,
negotiations, representations, agreements and understandings between the parties, including those contained
in any confidentiality agreements, and all terms and conditions contained in any Customer-provided purchase
orders, and constitutes the complete and exclusive agreement between Customer and Company regarding the
subject matter hereof. Any reference to a purchase order or similar documentation on an invoice or other
acceptance thereof is solely for Customer's convenience in record keeping, and no such reference or the
provision of Services to Customer shall be deemed an acknowledgement of or agreement to any terms or
conditions associated with any such purchase order or other provided documentation. Any such associated
terms and conditions shall be of no force and effect and do not apply to and have no effect.

For a list of approved resellers, please contact GetData via: sales@getdata.com or via the contact details
above.
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3.2 LICENSE MAINTENANCE

A Forensic Explorer license purchase includes 12 months’ maintenance giving access to updates and support.

When the maintenance for a dongle has expired, Forensic Explorer will continue to work, however you may
only use the latest available version prior to the expiration of your maintenance period.

The expiration date for the maintenance of a dongle is displayed in the program splash screen, shown in Figure
8 below:

Figure 8: Forensic Explorer splash screen showing maintenance date

FORENSIC EXPLORER

w i Registered To: Graham Henley

GetData

When the maintenance is nearing the expiration date, an email is sent to the purchaser with the option to renew.

3.2.1 PURCHASE LICENSE MAINTENANCE

To purchase additional Forensic Explorer maintenance online:

1. Visit the following web page: https://getdataforensics.com/

2. Select the option to purchase maintenance renewal for existing Forensic Explorer dongles.
3. Complete the checkout process.

Forensic Explorer maintenance is sold in increments of 1 year. A purchase of two years’ maintenance can be
used to extend a single dongles maintenance by two years.

To apply the maintenance update to your dongle and follow the instructions in section 5.5.
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4.1 SYSTEM REQUIREMENTS

Forensic Explorer minimum recommendations:
e  Windows 10 or above.
e Pentium i7 processor or above.
e 16GB RAM.
e  Forensic Explorer is 64bit (version 3.5.7.5134 and above).

When processing large volumes of electronic evidence, a high specification forensic workstation is

recommended.

4.2 DOWNLOAD

Full purchased version:

Download the full version of Forensic Explorer from https://getdataforensics.com/product/forensic-
explorer-fex/download/.

30-day evaluation version:

Download the evaluation version from: https://getdataforensics.com/product/forensic-explorer-

fex/download/

See Chapter 2 - 30 Day Evaluation Version, for further information on the evaluation version.

4.3 INSTALLATION

IMPORTANT: Ensure that you have a separate and secure backup of case files before you make installation
modifications.

To install Forensic Explorer:

e Run the installation file ForensicExplorer-Setup.exe (or ForensicExplorer-Evaluation-Setup.exe if you
are installing the 30-day evaluation version).

e Follow the setup instructions.

The following windows will appear during the installation process:
1. Forensic Explorer License agreement. Answer the question and click Next.
2. Select the installation language. Click Next.

3. Enter the correct installation path or accept the default path (e.g., C:\Program Files\GetData\Forensic
Explorer vX) and click Next;
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Figure 9: Selecting the installation folder

ﬁ!fe:.:-::e'szi-::i i —

Select Destination Location
Where should Forensic Explorer v5 be installed?

Setup will install Farensic Explarer w5 into the following folder.

To continue, dick Mext. If you would like to select a different folder, dick Browse,

C:'Program Files'\GetData\Faorensic Explorer w5 Browse...

At least 31.5 MEB of free disk space is required.

< Back Cancel

1. Follow the setup instructions and confirm the setup summary by clicking the Install button.

Figure 10: Finalize installation

ﬁ!fe:.:-::e'szi-::i i —

Ready to Install
Setup is now ready to begin installing Forensic Explorer w5 on your computer,

Click Install to continue with the installation, or dick Bad: if yvou want to review or
change any settings.

Destination location:
C:\Program Files\GetData\Forensic Explorer v5

Start Menu folder:
Forensic Explorer w5

Additional tasks:
Additional shortcuts:
Create a desktop shortout

< Back Cancel
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2. Asuccessful installation will display the following screen. Click Finish to confirm.

Figure 11: Finish installation

(%mpleting the Forensic Explorer
v) Setup Wizard

Setup has finished installing Forensic Explorer v5 on your
computer, The application may be launched by selecting the
installed shortouts.

Click Finish to exit Setup.

FORENSIC Launch Forensic Explorer v5.1.0.8900
EXPLORER

3.  Run Forensic Explorer from the installed desktop icon:

Figure 12: Desktop icon

Forensic
Explorer

4.3.1 CHECK FOR UPDATES

Forensic Explorer updates and change log are located at https://getdataforensics.com/product/forensic-

explorer-fex/download/

To check for updates from Forensic Explorer:

1. Run the software and go to the Evidence module.

2. Onthe toolbar, click the Check for Updates button:
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Figure 13: Evidence module tool bar, Check for Updates

&

Check For
Updates

@ Check For Updates

¢ Configuration

3. The Configuration option in the menu enables the following options:

Figure 14: Check for Updates Configuration

B Forensic Explorer — O x

Check For Updates Configuration

Chedk on FEX launch

(®)Dnline - htips: //getdataforensics, com product/forensic-explorer-fex /download

() Offiine - From Selected Folder

C:\Usersigraha\Downloads

K Cancel

Check on FEX Launch: This checkbox will enable the check when Forensic Explorer is launched from the

desktop icon. The check takes place during the period when the program splash screen is displayed.

Online: When the Online radio button is selected, a comparison is made between the currently running
version number and the version number available at the Forensic Explorer download page:

https://getdataforensics.com/product/forensic-explorer-fex/download/. If the version on the web page is

more recent, an option to go to the web pages is provided.

Offline — From Selected Folder: For security purposes, many forensic workstations are air-gapped from
the internet. The offline option can be used to check for updates in a specified folder (either locally or a
network folder). If a version exists in the specified folder that is more recent that the running version, a

message is displayed to open this folder (the most recent version is shown in the message window):

Copyright GetData Forensics Pty Ltd 2010 - 2024, All rights reserved.


https://getdataforensics.com/product/forensic-explorer-fex/download/

37 | Page

Figure 15: Check for Updates (Check on Launch is selected)

Checking Folder:
ChUsers\graha\Downloads\ChUsers\grahatDownloads?,

Installed: 5.4.2,1365
In Folder: 54.2,1369

An update is available,

Open the folder?

iing Startup Events. ..

F

) &4bit [EM]

4.3.2 INSTALLED FILES

Folder paths are managed via the Forensic Explorer > Options menu:

Figure 16: Forensic Explorer menu

= |
k4

a8
i] Layout r
2 lcon Editors r

l@ Feedback...

& License Manager...
& About.

& Help

&) Exit
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The Options window provides access to user and system folder paths.

Figure 17: Forensic Explorer > Options

Options n

General | Case

Uzer Folder Paths

Cases: |C:'\Userskgraha\DDcuments’\FDrensic Explorer v3\Cases E|

Systemn Folder Paths

Application Logs: |C:'\Users\grahaiDocuments\FDrensic Explorer viApplogs @|
Hashes: |C:KUsers\grahaiDDcuments‘\FDrensic Explorer viHashSets @|
Scripts: |C:'\Userskgraha\DDcuments‘\FDrensic Explorer v3\Scripts E|
Filters: |C:'\Userskgraha\DDcuments’\FDrensic Explorer v3\Filters E|
Report Ternplates: | Ch\Users\graha\Documents\Forensic Explorer v3\Report Templates = |
Startup: |C:'\Users‘-lgraha\Dncuments\FDrensic Explorer v3\Startup [B|
Startup File: C:h\Users\ grahatDocurments' Forensic Explorer v3\5tartuptStartup.pas =
Default Layout: =
Leg File Viewer: =

Show Preview button

— Reset Default
|_|Log Searches in Index Module = !

Reset All Options: Save as Ini.. Save Cancel

 PROGRAM PATH
The default Forensic Explorer installation folder is:

C:\Program Files\GetData\Forensic Explorer vX\

WORKING PATH
The working path for a case is in the user profile documents folder.

C:\Users\[user folder]\Documents\Forensic Explorer vX

Applogs Forensic Explorer usage logs.

Bookmark Templates Bookmark templates folder.

Cases Contains the investigator created case folders.
Databases Holds case database files use to store case data, investigator names,
etc.
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Filters

Hash Sets

Keywords

Previews

Reference Library

Reports Templates

Scripts

Startup

Filters are created in the Scripts module and used in the Folder view of
the File System module. See 8.2.2 - Tree view filter, for more
information.

Holds the database files used to store hash set information.

This folder is used to store sample keyword search import lists. They
can be imported in the Keyword Search module.

A device or image can be previewed without first creating a case. A
unique preview working folder is created within this folder using a
Global Unique Identifier (GUID, e.g., 8709A41C-38B6-4F9E-BA18-
633B394721C5).

Is to put personal reference resources within easy reach of the
investigator from within the Forensic Explorer interface. Reference
information can be citation information only, or a link to an online
resource or a local file.

Reports template folder.

Holds Forensic Explorer scripts (created and/or used in the Scripts
module). “.pas” are un-compiled. “.bin” are compiled.

Holds the startup.pas script used to store button positions etc. (see
the chapter on Scripts for further information).

| CASE FILE FOLDER

The following folders are created within each case folder:

C:\Users\[user folder]\Documents\Forensic Explorer\Cases\[Case Name]\

Attached Evidence
DTSearchindexes
Expanded
Exported

Logs

Reports

CaseName.FEX

External files (photos, documents etc.) attached to the case.

DT Search keyword indexes.

Stores expanded compound files (e.g., ZIP) in BatesNumber.L0O1 format.
File export folder.

Program audit logs.

Reports folder.

Case file.

 REGISTRY KEYS

At the time of installation Forensic Explorer registry keys, including user and system folder path details, are
written to the HKEY_CURRENT_USER as shown in Figure 18 below:
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Figure 18: Forensic Explorer registry keys

48 Computer
- || HKEY_CLASSES_ROOT
4| HKEY_CURRENT_USER
4. | Software
4. GetData

e

, ForensicExplorersd
- Configuration
- CurrentCase
- ) DataBase

- Jy Folders

- 4y Forms

- Images
& Links
| Search

PROBLEMATIC SCREEN RESOLUTION (DPI)

In some circumstances where a non-standard monitor resolution is used (for example, running Forensic
Explorer through a data projector) resolution issues may appear in the Reports module or when creating PDFs.

It is possible to manually override the resolution setting by editing the DPI value in the ForensicExplorer v5 >

Configuration > DPI registry key. This can also be set using the FEX_CommandLine5.ini file described below.

Figure 19: Manually set display resolution (DPI)

B Registry Editor
File Edit View Favorites Help

Computer\HKEY_CURRENT_USER\Software\GetData\ForensicExplorer vS\Configuration

i v GetData

! EVSDK
ExplorerView
FEX Imager
FEXImager

Y L

ForensicExplorer CLI
v ForensicExplorer v5
i Configuration
CurrentCase
Database
Feedback
Links
- LiveBoot
5> =7 MRU
f Search

Forensic Image Converter v1

v5

Name

ab| (Default)
ab|BasePath

ab| CasesPath

ab| CurrentLayoutFile
5| CurrentTip

ab| DarkMode

ab| DefaultLanguage
74| DefaultLogLevel
ab| DefaultReport
ab| Disclaimer

L2 0P |
ab|FilterScriptsPath
ab| ForceDPI

ab| HashesPath

Type

REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_DWORD
REG_SZ
REG_SZ
REG_DWORD
REG_SZ
REG_SZ
REG_DWORD
REG_SZ
REG_SZ
REG_SZ

Data

(value not set)
C:\Users\graha\Documents\
C:\Users\graha\Documents\

0x00000001 (1)

0

EN

0x00000002 (2)

Triage

0

0100000050 95) 4
C:\Users\graha\Documents\
0
C:\Users\graha\Documents\

FORENSIC EXPLROER.INI

From Forensic Explorer versions 5.4.8(2771) the Options window contains a Save as Ini button (shown in
Figure 17 above). This button is used to create a ForensicExplorer.ini text file with the current configuration
settings. Paths within this file can be manually edited as desired.
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When Forensic Explorer is launched it first checks for the presence of ForensicExplroer.ini in the installation
folder (i.e., the folder containing ForensicExplorer.exe). If ForensicExplorer.ini is present, its settings are used,
otherwise it reads the settings from the registry.

To manually set the display resolution (described above) add the following values to the .ini file and adjust the
DPI number as desired.

Figure 20: Manually setting the display resolution (DPI).

[Configuration]
DPI=59&
ForceDPFI=0

4.3.3 DARK MODE

Dark mode changes display to a dark background using a dark theme or color inversion.

Note: Dark mode is work-in-progress and will be improved over multiple version releases. Please contact
support@getdata.com for specific dark mode issues.

Activating dark mode requires a registry edit to: HKEY_CURRENT_USER\Software\GetData\Forensic Explorer
v5\Configuration\DarkMode.

1. Close Forensic Explorer.

2.  Run Windows RegEdit and select the above key.
a. For dark mode set Value data to 1.
b. For light mode set Value data to 0.

3. Launch Forensic Explorer.

Figure 21: Set dark mode in the registry

B Registry Editor
File Edit View Favorites Help
Computer\HEEY_CURREMT_USER\Softwareh GetData\ ForensicEx plorer w3 Configuration

> FEX Imager Mame Type Data
’ FEKIma.ger ab| (Default) REG_SZ (value not
= Forenscbuptonr il || “Basepath REG_SZ CAUsersg
- Foren 5icExE|u:urer v5 2] CasesPath REG_SZ Cihlsers\g
P R —— ab| CurrentLayoutFile REG SZ
CurrentCase #ie| CurrentTip REG_DWORD (0000000
Database ab| DarkMode REG_SZ
Feedback ab| DefaultLanguage REG 57 EM

4.3.4 NON-ENGLISH INSTALLATION

The Forensic Explorer GUI has been translated into the following languages:
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e  Chinese (Simplified)
e French
e German
e Indonesian (Bahasa)
e Spanish
e Turkish
During the installation process, select the desired language:

IMPORTANT: It is recommended that a case be conducted in a single GUI language. Changing language mid
case may affect modules which rely on path and field names, such as Scripts and Reports.

STARTUP LANGUAGE
The startup language is controlled by the registry setting:
HKCU\Software\GetData\ForensicExplorer v5\Configuration\DefaultLanguage

Where the key is set to: EN (default), DE, ID, ES, ZH, TR for the required language.

BOOKMARK FOLDER TRANSLATION
Bookmark folder translations can be managed by using the “bookmark folder translations.txt” file located in

the install folder. Currently the translations operate on the first level bookmark folder only.

4.3.5 COMMAND LINE TOOL

Forensic Explorer v5 introduces the FEX CLI as stand-alone Command Line tool. The FEX CLI can be launched
from USB for triage, run at a workstation level, or expanded to operate at an enterprise level virtual
environment spawning multiple simultaneous processing instances.

The FEX CLI can automate all standard forensic processing tasks, including signature analysis, hash verification,
hash match, file carve, registry triage, metadata extraction etc.

FEX CLI is licensed separately from the Forensic Explorer GUI. Contact sales@getdata.com for more
information.
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multiple

IMPORTANT: Ensure that you have a separate and secure backup of all evidence and case files before you

make installation modifications.
To uninstall Forensic Explorer:
e  Open the Windows Control Panel and in the Programs, section use the Uninstall a program option.

The following window will display:

Figure 22: Uninstall process

Forensic Explorer v5 Uninstall

Are you sure you want to completely remove Forensic Explorer
v3 and all of its components?

A successful removal will show the following message:

Figure 23: Successful un-install

Forensic Explorer v5 Uninstall >

Farensic Explorer v5 was successfully removed from your
computer,

N
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Uninstalling Forensic Explorer removes the installation from the C:\Program Files\ folder (check this folder for
residual items such as log files that are not automatically removed and deletes them as needed.)

The working path: \My Documents\Forensic Explorer vX\ where case file data is NOT automatically removed
and if it is no longer required can be manually deleted.
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5.1 DONGLE ACTIVATION OF THE PURCHASED VERSION

Forensic Explorer is activated using a Wibu (www.wibu.com) USB hardware dongle which is delivered to you
by courier following your purchase (see Chapter 3 - Purchase, for more information on purchasing Forensic
Explorer).

Figure 24: Wibu USB hardware activation dongle

Your Wibu dongle has a unique identification number inscribed on the part of the dongle that is inserted into
the USB port, as shown in Figure 25 below. Include this number in correspondence with GetData:

Figure 25: Unique Wibu dongle identification number

The Wibu dongle is driverless and requires no special installation.
To run Forensic Explorer:

1. Ensure you have installed the full version of Forensic Explorer using the link provided in your purchase
confirmation email (the dongle will not activate the evaluation version. See Chapter 2 - 30 Day
Evaluation Version, for more information on the evaluation version).
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2. Insert your Wibu dongle into a USB port on your forensic workstation. Wait up to 30 seconds to ensure
your forensic workstation has the time to detect that the dongle has been inserted.

3. Run Forensic Explorer from the desktop icon.

5.1.1 SUCCESSFUL DONGLE ACTIVATION

When the dongle is successfully installed, the following screen will display on startup of the application:

FORENSIC EXPLORER

Q Registered To: GetData Office Testing Dongle
. - Maintenance Valid To: 01 January, 2020

GetData r

014) 64bit [EN]
The splash screen identifies:
1. The name, or company name, of the registered owner.
2. The date upon which the current maintenance license expires for that dongle (see page 29 for

information on purchasing).

5.1.2 TROUBLESHOOTING DONGLE ACTIVATION

If the Wibu dongle is not detected on application startup, the splash screen will display “DONGLE NOT FOUND”,
as shown in Figure 26 below:
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Figure 26: Dongle not found error message

GetData '

v5.1.2(9014) 64bit [EN]

To troubleshoot dongle activation:
1. Press the “x” button to close the splash window
2. Remove and re-insert the Wibu dongle.

3. Ensure that your forensic workstation has sufficient time to detect that new hardware has been
inserted. Wait for the Windows USB device message to show that new hardware has been recognized.

4. Re-run the software from the desktop icon.
If you are still not able to activate Forensic Explorer:

1. Run the GetData LicenseManager.exe from the Forensic Explorer installation folder, or available for
download here: http://download.getdata.com/support/LicenseManager.exe (LicenseManager is

described in more detail below).

2. Download and install Wibu CodeMeter Runtime for Windows (described below):
https://www.wibu.com/support/user/downloads-user-software.html.

Contact us via support@getdata.com (see Appendix 1 - Technical Support for full contact details) and provide:
. Your dongle ID number.

e  Ascreenshot of the GetData License Manager.
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. A screenshot of the CodeMeter Control Center.

We will then contact you with further instructions.

5.2 GETDATA LICENSE MANAGER

GetData License Manager is a stand-alone executable that is used to provide information about and manage
activation. The LicenseManager.exe is in the Forensic Explorer installation folder or is available for download
from: http://download.getdata.com/support/LicenseManager.exe

The License Manager gives information about licenses including software maintenance dates. It is used to
program dongles and apply maintenance updates (see 5.5 below).

Figure 27: GetData License Manager

GetData License Manager (4.3.0.259) - O X
My FEX Dongle r, -
Software Development Company
My FEX Dongle
Wibu Dongle 34753296
Product Quantity | Borrowed Registered To Invoice Maintenance Expires
EForensic Explorer 1 - GetData Forensics 3 01 0Oct, 2020
|] Mount Image Pro 1 - GetData Forensics 3 01 0Oct, 2020
&0 Forensic Image Converter {(v1) 1 - GetData Forensics 3 01 0Oct, 2020

Add New License...

Getbata License Manager (4.3.8.259)

CodeMeter Library version: @.8.8.8
codeMeter server version: 6.81.8.3477
CodeMeter Service version: 6.81.3477.588

éUPDATE DONGLE FIRMWARE FROM GEDATA LICENSE MANAGER

Wibu CodeMeter dongle firmware should be updated from time to time. If the firmware is out of date a red
UPDATE will display in the GetData License Manager next to the version number. Right click on the dongle and
select Update Firmware from the drop-down menu, as shown in Figure 28 below:
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Figure 28, Update Wibu Firmware from GetData License Manager

Local Dongles

Add Mew License...

Export Activation Request...
Import Activation Response...

Update Firmware
Find Metwork Dongles...

Delete Virtual Dongle
Create New Virtual Dongle

Initialize Dongle

IMPORTANT: Do not remove the Wibu dongle from the computer during the firmware update. Remove only
once the Update Success message shown in Figure 29 below is received:

Figure 29, Successful Wibu Firmware Update

GetData Liceng

F4763231

GetData License Manager (4.5.8.273)

CodeMeter Library version: e.8.8.8
CodeMeter Server Version: 7.8.8.3925
CodeMeter Service Version: 7.8.3925.581

B L L T T T T T T T

mEE WARNING!!! mEE
*=*= po not unplug dengles until all updates are complete =*==

B T P P P P P T T T T T

Updating 3-4763231 From 4.12...
Update Success
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5.3 WIBU CODEMETER RUNTIME FOR WINDOWS USER

Wibu CodeMeter Runtime is the management tool for the Wibu Codemeter activation system. Download it
here: https://www.wibu.com/support/user/downloads-user-software.html

When Wibu CodeMeter Runtime is successfully installed, insert your Forensic Explorer Wibu dongle. Double click
on the Wibu icon in the Windows task bar, or launch “Codemeter Control Center”:

Figure 30: Wibu CodeMeter Windows task bar icon

The CodeMeter Control Center will open, shown in Figure 31 below. Note that the dongle serial number shown

in the CodeMeter Control Center is the same as that which is engraved on the dongle as shown in Figure 25
above:

Figure 31: Wibu CodeMeter Control Center

& CodeMeter Control Center I}, — O x
File Process View Help
License Events
@ CmStick 7
2-47637206 Mame: CmStick
Serial: 3-4763296 &
Version: CmStick 4,12 @
Capacity: 100 % free (317440 Bytes)
Status: (O @Disabled
@] {2y Enabled until unplugged
O] @ Enabled
License Update Eject Change Password
CodeMeter is running. WebAdmin
Confirm that:

1. Your dongle (CmStick) is identified by the CodeMeter Control Center.

Copyright GetData Forensics Pty Ltd 2010 - 2024, All rights reserved.


https://www.wibu.com/support/user/downloads-user-software.html

Chapter 5 - Dongle Activation 52 | Page

2. CodeMeter is running (this is the Windows Service responsible for activation).

3. The Status is Enabled.

RENAME WIBU CODEMETER DONGLE

&

The CmStick can be given a custom name by clicking on the edit button:

Figure 32: Creating a custom name for the Wibu dongle

& Change name ? >

Enter the new name of the CmStick 3-4763296 (up to 64 characters).

|I'~"I*_r FEX Dongle| |

UPDATE DONGLE FIRMWARE USING CODEMETER FOR WINDOWS USER

W

Wibu CodeMeter dongle firmware should be updated from time to time. Click on the update button

Figure 33: Wibu CodeMeter - Update firmware

& CodeMeter ? *

[

Firmware Field Update for CmDongle 3-4763296 successfully done,

Information:
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5.4 NETWORK LICENSING

Wibu CodeMeter allows for network license activation. For example, a single dongle can contain 20 licenses

which allows 20 remote computers to activate. More information is available here:
https://www.wibu.com/products/codemeter/network-license-server.html

Figure 34: Wibu CodeMeter network activation

TCPIIP | Port 22352

APl Interface

Web CodeMeler TCPIIP | Port 22350 CodeMeter

License Server

Admin License Server

Network License Server Client

When a network license is purchased from GetData the suppled dongle is pre-configured with the required
number of licenses. However, it is possible for the end-user to program a dongle with the required number of
licenses using the GetData License Manager (described in 5.2 above) and using the license number selection at
the bottom of the add license screen.

Figure 35: GetData License Manager - Creating a network dongle

G0 Add Licenses - Dongle: 3- - >
License: |593ﬁ | | Search |
Invoice | Product | Registered To | Expires Maintenance | Quantity Available
3158778 .Forensic Explorer GetData Forensics 10 10
|10| %l | Masimum Apply | | Cancel
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5.4.2 SETUP THE SERVER

On the computer to be used as the Network Server:

1. Download the latest CodeMeter Runtime for Windows User from
http://download.getdata.com/CodeMeterRuntime.exe (case sensitive)

2. Run CodeMeter WebAdmin from the button in Codemeter Control Center (shown in Figure 31 above)
or by browsing to http://localhost:22350

3. Select Configuration > Server Configuration from the menu, as shown in Figure 36 below:

Figure 36: CodeMeter WebAdmin

— O X
@WebAdmiMServerAcce;s X o+
€ O localhost:22350/configuration, c Q, Search ﬁ’ B + i » = i) -
LIBU CodeMeter WebAdmin
SYSTEMS

Dashboard Container v License Monitoring v DIET R Configuration v

E Server Configuration Server Access (2] BE English (US) ~

Server Access License Access Permissions

—Network Server
O Disable
@ Enable

MNetwork Port *: 22350

—~CmWAN Server
® Disable
O Enable

Restore Defaults

Current Server: localhost (127.0.0.1) (% i WebAdmin Version: 6.20

4. Inthe Network Server window click Enable and press the Apply button.
5. Ensure that the selected Network Port 22350 is not blocked by your firewall.
6. Restart the CodeMeter Service.
a. Runthe CodeMeter Control Center by clicking the CodeMeter icon in the Windows Task tray.

b. Select Process > Stop CodeMeter Service.
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c. Then Start CodeMeter Service.
The Wibu CodeMeter Network Server can also be configured using the following registry setting:
HKEY_LOCAL_MACHINE\SOFTWARE\WIBU-SYSTEMS\CodeMeter\Server\CurrentVersion

IsNetworkServer=1

5.4.3 SETTING UP THE CLIENT (FORENSIC WORKSTATION)

On the client computer:
1. Install Forensic Explorer full dongle version. Close Forensic Explorer.

2. Browse to http://localhost:22350 and select the Configuration tab:

Figure 37: Wibu CodeMeter Local Host Configuration

(& WebAdmin | Server Search... X+

B o calhost:2 2350/ configuration, Q, Search Px =] 4+ H# = -
LIBU CodeMeter WebAdmin
SYSTEMS

Dashboard  Container v  License Monitoring ¥+  Diagnosis v [EE®sllils[¥ig=Yule]s I

'ﬂ' Basic Configuration Server Search List (2] B English (US) ~

Server Search List Proxy WebAdmin Backup

—Server Search List

1. 192.168.100.10

e add new Server

Restore Defaults

Current Server: localhost (127.0.0.1) (% i WebAdmin Version: 6.20

3. Inthe Basic menu click the add new server button and add the IP address of Network Server and press
Apply.

4. Start Forensic Explorer. It should detect the remote dongle license and activate.

The client computer can also be configured using the following registry key setting:
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HKEY_LOCAL_MACHINE\SOFTWARE\WIBU-
SYSTEMS\CodeMeter\Server\CurrentVersion\ServerSearchList\Serverl
Address=192.168.100.10
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5.5 APPLYING MAINTENANCE UPDATES TO YOUR WIBU DONGLE

Once a maintenance update has been purchased, to update maintenance on your Wibu dongle:
1. Remove any other Wibu dongles that you may have for other products (e.g., EnCase, FTK, etc.).
2. Onacomputer that has internet access, insert your Forensic Explorer Wibu dongle into a USB port.

3. Run the GetData License Manager located in the installation folder of Forensic Explorer. The default
location is: C:\Program Files\GetData\Forensic Explorer vX\LicenseManager.exe

4. The GetData License Manager will detect your Wibu dongle, as shown in Figure 38 below. The existing
Maintenance expiration date is displayed in the Maintenance column:

Figure 38: GetData License Manager

GetData License Manager (4.3.0.259) - [m] *

My FEI);;[:_Iongle G‘et Naf>

Software Development Company

My FEX Dongle
Wibu Dongle 34763296

Product Quantity | Borrowed Registered To Invoice Maintenance Expires
EForensic Explorer 1 - GetData Forensics 3 01 0Oct, 2020

|] Mount Image Pro 1 - GetData Forensics 3 01 0Oct, 2020
&0 Forensic Image Converter {(v1) 1 - GetData Forensics 3 01 0Oct, 2020

Add New License...

Getbata License Manager (4.3.8.259)

CodeMeter Library version: @.8.8.8
CodeMeter Server version: 6.81.8.3477
codeMeter service version: 6.81.3477.580

i

5. Do NOT delete any existing licenses from the dongle.
6. Click on Forensic Explorer in the Product list and press the Add New License button.

7. Inthe Add Licenses window, enter the License key that you received with your maintenance renewal
order. Press the Search key.

8. Select the renewal from the available product list. Then click the Apply button.

9. Return to the main screen of the License Manager. The dongle should now show the updated
maintenance date.

For further assistance in applying maintenance updates to your Forensic Explorer dongle, please contact
support@getdata.com (see Appendix 1 - Technical Support for full contact details).
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6.1 WRITE BLOCK

IMPORTANT:

An accepted principle of computer forensics is that, wherever possible, source data to be analyzed in an
investigation should not be altered by the investigator.

If physical media such as a hard drive, USB drive, camera card etc. is a potential source of evidence, it is
recommended that when the storage media is connected to a forensics workstation it is done so using a Forensic
write block device.

A Forensic write blocker is usually a physical hardware device (a write blocker) which sits between the target
media and the investigators workstation. It ensures that it is not possible for the investigator to inadvertently
change the content of the examined device.

There are a wide variety of forensic write blocking devices commercially available. Investigators are encouraged
to become familiar with their selected device, its capabilities and its limitations.

Shown in Figure 39 below is a Tableau USB hardware write block. The source media, an 8 GB Kingston USB drive
is attached and ready for acquisition:

Figure 39: Tableau USB write block with USB as the source drive

ZTABLEAU Forensic USB Bridge |
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6.2 GETDATA’S FORENSIC IMAGER

In May 2020 GetData released an update to ‘Forensic Imager’. It was renamed to FEX Imager v2 and is supplied
in the Forensic Explorer installation folder as FEXImager.exe.

FEX Imager is a Windows based program that will acquire a forensic image into one of the following common
forensic file formats (described in more detail later in this chapter):

e DD /RAW (Linux “Disk Dump”)
e EO01 (EnCase®) [Version 6 format]

e L01 (EnCase®) (when Folders and Files are acquired).

FEX Imager is installed with Forensic Explorer into its installation folder:

C:\Program Files\GetData\Forensic Explorer v5\Forensicimager.exe

FEX Imager should be run as local Administrator to ensure that sufficient access rights are available for access
to devices.

FEX Imager requires the following minimum specification:
e Windows 7 or above.
e 32 and 64bit compatible.
e |7 processor.
e 8GBRAM.

FEX Imager does NOT support DOS acquisition. If acquisition from a DOS boot disk is required, alternative

forensic acquisition software should be used.

Host Protected Area (HPA) and Device Configuration Overlay (DCO)

The HPA and DCO are two areas of a hard drive that are not normally visible to an operating system or an end
user. The HPA is most used for booting and diagnostic utilities. For example, some computer manufacturers use
the area to contain a preloaded OS for installation and recovery purposes. The DCO “allows system vendors to
purchase HDDs from different manufacturers with potentially different sizes, and then configure all HDDs to have
the same number of sectors. An example of this would be using DCO to make an 80 Gigabyte HDD appear as a
60 Gigabyte HDD to both the OS and the BIOS” (1)
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Whilst the HPA and DCO are hidden, it is technically possible for a user to access these areas and store/hide
data. FEX Imager does not currently support the acquisition of HPA or DCO areas.

6.2.4 RUNNING FORENSIC IMAGER

FEX Imager is in the Forensic Explorer installation folder as a stand-alone executable. When FEX Imager is run,
the investigator is presented with the Source window:

Figure 40: Forensic Imager

B FEXImagerv2.1.0(225) — [} x

FEX lmager= = [g oo =

Advanced Forensics

SOURCE

DESTINATION

PROGRESS

Image Entire Drive
o 3

Sector Size | 512 ~ |

© GetData Forensics 2020 Hash... Destination >

6.2.5 SELECTING THE SOURCE

The source describes the data to be acquired. The source can be:
e A physical drive (i.e., a physical hard disk)
e Alogical drive (i.e., a partition such as C:\ or D:\)
o Afolder or files located on a partition
e An existing Forensic Image (i.e., an EO1 or DD image file)
e Aremote drive accessed using the Forensic Explorer servlet.

To select the source, click on the Select button drop-down menu:
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Figure 41, FEX Imager Select source

Physical Drive

Laogical Drive
Folder and Files

Forensic Image

Hl 0 O

Remote

The Select option chosen will determine what is shown in the Select Source window. Figure 42 below shows the
result of selecting the Physical Drive option.

NOTE: If physical drives are not displayed in this window, it is usually because FEX Imager was not launched as
administrator, and it does not have sufficient privileges to access the physical drives. Re-launch FEX Imager by
right-click on the icon and run as administrator.

Figure 42: Forensic Imager - selecting the source device (Verify or Hash option shown)

El select source — | >
Select the Device you want to analyse:
Device Label Size F5 Type
_3:.4 Image Files
=] ;bh‘ My Computer ﬂ Add Image
a Hard Disk 0 \% \PHYSICALDRIVED 233,47 GB SATA (Win) . Add RAID
a Hard Disk 1 W \PHYSICALDRIVEL 1.82TEB SATA (Win)
a Hard Disk 2 W \PHYSICALDRIVE2 1.82TEB SATA (Win) o=
= (&= Remote
a Hard Disk 3 W PHYSICALDRIVES 1.82TEB LISE {Win)
) "
|2 Hard Disk 4 \\. \PHYSICALDRIVE4 39.3MB USB (Wir) G Remove
&% Refresh
0K Cancel
The device selection window includes the following information:
Label: Physical drives are listed with their Windows device number.

Logical drives display the drive label (if no label is present then "{no label}" is used). Image
files show the path to the image.

Size: The size column contains the size of the physical or logical device, or the size of the image
file.
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FS:

Type:

(Note that the reported size of a drive is usually smaller than the size printed on the drive
label. This is because manufacturers report the size in a decimal number of bytes while the
Operating System reports the size in 1,024 chunks for each KB).

The File System on the drive, e.g., FAT, NTFS, HFS, APFS.

Describes the way in which the drive is connected to the computer. An image file will show
the type of image (e.g., EnCase® or RAW).

Acquisition of physical vs. logical device

In most situations, pending compliance with any overriding case specific legal requirements, an investigator will

forensically image a physical device. Imaging the physical device gives access to the content of the entire media,
for example, the space between partitions. Carrier, 2005, observes: “The rule of thumb is to acquire data at the
lowest layer that we think there will be evidence. For most cases, an investigator will acquire every sector of a

disk”. (2 p. 48)

In specific circumstances, an investigator may need to acquire a range of sectors from the device. In this case,

start and end sector information is entered in the sector range fields at the bottom of the source selection

window.

Figure 43, Select FEX Imager start and end sectors

Image Entire Drive

0 o
=

0 o
&

When a source device is select the source selection window will populate with the device information:

Figure 44. FEX Image source drive information

Source

| WAPHYSICALDRIVED

Source Mame
Description
Serial Mo
Froduct ID
Froduct Rev.
Size

Sectors
Sector Size

WAPHYSICALDRIVED

Hard Disk 0

141997403308

SanDisk SDESBE1M256G1002
K231600

238.47 GB

500118192

512 bytes
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6.2.6 HASH OR ACQUIRE

Once a source is selcted, two options become available at the bottom of the Source window:

Hash: Hash is selected when the users wishes only to calculate a hash for the device (for example,
to verify the hash of an existing forensic image file).

Figure 45: Verify\Hash

Verify Source l} *

Verify \ Hash Source

~IMDs
CsHa1

[=Hazs58

Destination: The Destination button is selected to acquire a forensic image. It is described in more detail
below.

6.2.7 SELECTING THE DESTINATION

The image destination screen, shown in Figure 46 below, is where the parameters for the image file are set,
including type, compression, name, location etc.

Figure 46: Setting destination options

E Destination E
FEX Imager image Type (EnCase CEON ]
Advanced Forensics ﬁ Filename [test | (no extension)

Folder |H:\ |
SOURCE > Segment Size |2000 21| (MB. No Limit=0) B

W IPHY,

Image Hash Compression

(O Best (Smallest and slowest)

] Verify image after creation

[1MD5 (O None
[1sHA1 () Fast
DESTINATION > [IsHA256 @® Good (Smaller but slower)

PROGRESS S Case Details ﬁ

Case Name Evidence Mo

|test acquisition ||1 |
Description Examiner

|1hi5 is a test acquisition ||Graham Henley |

MNotes

This is a test acquisition of physical drive 0 using FEX Imager v2.
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1. IMAGE TYPE
The investigator has the choice of creating the forensic image in one of the following forensic file formats:
DD / RAW:

The DD / RAW format originates from the UNIX command line environment. A DD /RAW image is created from
blocks of data read from the input source and written directly into the image file. The simplicity of a DD image
makes it possible to compare the imaged data to the source, but the format lacks some of the features found in
more modern formats, including error correction and compression.

EnCase®.EO1

The EnCase® EO1 evidence file format was created by Guidance Software Inc. It is widely accepted in the forensic
community as the image file standard. Further information is available at www.guidancesoftware.com. The

structure of the EnCase®.E01 format allows for case and validation information (CRC and MDS5) to be stored
within the image file. The structure of the EnCase® file format is shown below:

Figure 47: EnCase® header

Header CRC
Header: Data Data
Case . Block Block
Information
Source: (3)

3. FILE SEGMENT SIZE
Sets the segment size of the created forensic image file:

This setting enables the forensic image file to be broken into segments of a specific size. Setting an image
segment size is primarily used when the forensic image files will later be stored on fixed length media such as
CD or DVD.

For the EnCase®.E01 image format, Forensic Imager uses the EnCase® v6 standard and is not limited to a 2 GB
segment size. However, if an investigator plans to use larger file segments, they should consider the limitations
(RAM etc.) of the systems on which the image files will be processed.

4. OUTPUT FILENAME

Sets the destination path and file name for the image file:
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The output file name is the name of the forensic image file that will be written to the investigator’s forensic
workstation. Click on the folder icon to browse for the destination folder.

5. HASH OPTIONS
Calculates an MD5, SHA1 and/or SHA256 acquisition hash of the imaged data:

A hash value is a mathematical calculation that is used for identification, verification, and authentication of file
data. A hash calculated by Forensic Imager during the acquisition of a device (the “acquisition hash”) enables
the investigator, by recalculating the hash later (the “verification hash”), to confirm the authenticity of the image
file, i.e., that the file has not changed. Any change to the acquired image will result in a change to the hash value.

Calculation of HASH values during the acquisition process requires CPU time and will increase the duration of an
acquisition. However, it is recommended, in line with accepted best forensic practice, that an acquisition hash
is always included when acquiring data of potential evidentiary value. It is also recommended that the
investigator regularly recalculate the verification hash during the investigation to confirm the authenticity of the
image.

Forensic Imager has three independent hash calculation options, MD5, SHA1 and SHA256. The investigator
should select the hash option/s which best suits:

MD5 (Message-Digest algorithm 5):

MDS5 is a widely used cryptographic algorithm designed in 1991 by RSA (Ron Rivest, Adi Shamir and Len
Alderman). It is a 128-bit hash value that uniquely identifies a file or stream of data. It has been
extensively used in computer forensics since the late 1990’s.

In 1996 cryptanalytic research identified a weakness in the MD5 algorithm. In 2008 the United States
Computer Emergency Readiness Team (USCERT) released vulnerability Note VU#836068 stating that the
MD5 hash:

“...should be considered cryptographically broken and unsuitable for further use”. (4).
SHA1

In 1995 the Federal Information Processing Standards published the SHA1 hash specification which was
adopted in favor of MD5 by some forensic tools. However, in February of 2005 it was announced that a
theoretical weakness had been identified in SHA1, which suggests its use in this field may be short lived.

(5) (6)
SHA-256:

From 2011, SHA-256 is expected to become the new hash verification standard in computer forensics.
SHA-2 is a set of cryptographic hash functions (SHA-224, SHA-256, SHA-384, and SHA-512) designed by
the National Security Agency (NSA) and published by the USA National Institute of Standards and
Technology.

For more detailed information on hashing and how the strength of a hash value applies to the forensic
investigator suggested reading includes: “The Hash Algorithm Dilemma—Hash Value Collisions”, Lewis, 2009,
Forensic Magazine.
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6. ENCASE® COMPRESSION
Sets the compression level for the EnCase® forensic image file

The EnCase®.E01 file format supports compression of the image file during the acquisition process. Compressing
a forensic image file during the acquisition process takes longer, but the file size of the forensic image on the
investigator’s workstation will be smaller. The amount of compression achieved will depend upon the data being
imaged. For example, with already compressed data such as music or video, little additional compression will be
achieved.

DD/RAW image formats do not support compression.

7. VERIFY IMAGE HASH AFTER CREATION

During the acquisition of a device the “source” hash (MD5 and/or SHA1 and/or SHA256 as per the investigator
selection) is calculated as the data is read from the source disk. Once the acquisition is complete, the source
hash is reported in the event log in the format:

Source MD5Hash: 94ED73DA0856F2BAD16C1D6CC320DBFA
For EnCase®.EOQ1 files the MD5 acquisition hash is embedded within the header of the image file.

When the “Verify image hash after creation” box is selected, at the completion of writing the image file Forensic
Imager reads the file from the forensic workstation and recalculates the hash. The verification hash is reported
in the event log in the format:

Verify MD5Hash: 94ED73DA0856F2BAD16C1D6CC320DBFA

After the verification process a comparison is made between the source and verification hash. An exact image
of the source disk to the image file should result in a “match”:

MD5 acquisition and verification hash: Match

Should the acquisition and verification hash not match, it is an indication that a problem has occurred, and the
device should be re-acquired.

8. DETAILS

For EnCase®.E01 files, information entered into the “Details” field are written into the image file header and
stored with the image. DD/RAW and AFF files do not store this information as part of the image, however they
are still required to be entered as for all formats the information is included in the Forensic Imager event log.

6.2.8 3. PROGRESS

The progress screen displays source information (the drive being acquired) and destination information (location
where the forensic image files are being written). Progress information, including elapsed time, time remaining,
and transfer speed is displayed. The progress window is shown in Figure 48 below:
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Figure 48: Forensic Imager Progress screen
. = Source: W \PHYSICALDRIVED
L4 oo
LIy FEX lmager Destination: H:\test. E01
“af Elapsed R Speed
. apsed: emaining: peed:
Advanced Forensics Acquisition Progress 00-01-27 00:32:54 12456 MBis
A&
Imager v2. ~
Source : \\.\PHYSICALDRIVECQ
PROGRESS Description : Hard Disk 0
- Serial No : 141997403308
Product ID : SanDisk SDESB1M256G1002
Product Rev. : X231e00
Size 1 238.47 GB
Sectors : 500118192
Sector Size : 512 bytes
Image File Type : Encase v.6.10
Image Compression 1 Good
Segment Size : 2000 MB
Acquisition started : 05-May-2020 4:53:09 oM
v
© GetData Forensics 2020 [4 Back Cancel

The bottom half of the progress window provides summary information about the acquisition process,

including hash information.

If the EO1 image format was selected the acquisition hash is stored within the forensic image. If the verify

image after creation option was selected in the FEX Imager Destination window, the progress window will

include a comparison between the:
Stored [Hash Type]: A hash of the data taken during the acquisition and stored in the EOQ1; and

Computed Hash: A hash of the data in the created forensic image file.

Figure 49, FEX Image Progress window hash information

Computed MDS Hash : T6e0266f66T7e57ed6440Efdf0E6T1decT
Verification started : 05-May-2020 4:58:27 AM
Verification finished : 05-May-2020 4:58:27 AM

Elapsed time : 0 sec

Stored MDS Hash : Teel2eefeeT7ebT7eded40Efdf0e7T1decT
Computed MDS Hash : Teel266f66T7e57ed6440Efdf06T1decT

Source and Computed MDS hash : Match

Bocquisition completed!

Note that if the DD image format is selected a hash value is not stored within the DD image file.
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The event log for each acquisition is automatically saved to the same folder as the image file/s. A typical event

log contains the following type of information:

Disk errors can occur during the image process due to a problem with the entire drive or a problem isolated to
specific sectors. If a bad sector is identified, Forensic Imager writes 0’s for the data that cannot be read and logs
the location of bad sectors in the event log as they are found.
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7.1 MODULES

The Forensic Explorer interface is broken down into modules which separate the programs primary functions.
Each module is accessed by a tab at the top of the main program screen. The functions of the module are
summarized in the following table. More information about each tab can be found by referring to the module
specific chapter:

Tab Function Chapter
ﬁ Evidence Case management. Chapter 10
Detailed analysis of file systems added to the Chapter 11
File System Y y P
case.
Artifacts Artlfa(.:ts can |ncIud(.e browsing history, char, Chapter 12
7 call history, Operating System records, and

other potential evidence.

p 4 h Keyword search raw case data using simple or Chapter 13
Keyword Searc RegEx keywords.
p q h Create and search indexed data using dtSearch  Chapter 14
Index Searc technology.
@ Email Examine PST files. Chapter 15
n ) View and analyze registry files. Chapter 16
Eﬂ Reqgistry

Add investigator bookmarks to document the Chapter 17

Bookmarks analysis.

Create reports. Chapter 18
D Reports
. Program, manage and run scripts against case Chapter 19
g Scripts d
ata.
Custom Modules: It is possible to create a custom module. See 18.6 - Custom Modules, for more
information.

Hide Modules at Startup: It is possible to hide specific modules at program startup. This can be useful when
you are providing Forensic Explorer to a non-technical investigator and wish only to
show certain modules, such as Index Search and Bookmarks. See 19.4 for more
information.

7.1.1 UNDOCKING AND DOCKING MODULES

Forensic Explorer has been designed for use on forensic workstations with multiple monitors. Module tabs can
be undocked from the main program window and moved across multiple screens.
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To undock a module:

1. Select the module tab with the mouse.
2. Hold down the mouse and drag the module tab free of the bar, as shown in Figure 50 below:

Figure 50: Un-docking a module

D Case Notes D Bookmark g Scripts Ea. Registry

hA |32 Qe

Click and drag the tab to
undock the module

To dock a module:
1. Select the top bar of the module window.

2. Dragand drop the module back into the module tab menu bar, as shown in Figure 51 below:

Figure 51: Re-dock a module tab

D Bookmarks

Ea' Registry

pe B Timestamp

Data Timestamp

Re-dock by draging . & scripts
the module back into é .
the top bar Scripts

Mame
= [ﬁ Scripts
e [ 24 My Scripts
- [ 4 Filters
-] LT mdshash.pas
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7.2 MODULE DATA VIEWS

Within each module are one or more “data views” which display the data in the case. Data views occupy the
three lower panes of the Forensic Explorer module. They operate in a similar fashion to the layout to Microsoft’s
Windows Explorer, with a tree (top left), list (top right) and display (bottom) window, as show in Figure 52 below:

Figure 52: Forensic Explorer module layout

H@vﬂva e Bl 13 LB 66 —amx
Oyewdence [ e Srtem o anocs ﬂwwam O mex search @sml smw E soomars [ repans §sm IMERUIES]
6 N F O3 M 0 0. ® O o o ®. ® # 4. 86 R
Fecowr  fierame e Smoon Somiwe * Epad  famc T Amiss | Tage | ek T fle T Rsh  Mmh T Amn T vl " Ceocam  Wmoms T foewic T Toos
Foges  Sero Cane oy Amiyss Fies  Meoia  Frograms Fegistry o les  Math  SeiCiote | LveBoot | Amivins  Pogms  Pogams e
] Fokders | [T Categeries [ FieLet |[T3] Galery view [£2) Vidoo Wiew  (uy Ok view ) Catogory Gragh
Fiers | T Rl CElaE e e 8" Ext | ) Comsfcotor |19 Flogs g o [Ty (Fywer— i p——r— —r— ] = & Accemaed
Flerame Exemgon Cosbatn  Fans Pain awbutes Logeaisae idredsae  Phscise  vodfed Created accesoed 0
FOLBERS LISTAVIEW.
VIEW, e o/
C 2
N < W2
N 01 0 Visible [0 bytes] 0 Highlighted [0 bytes] 0 Checked [0 bytes] ﬁ"
b e N o
Q}P‘; \Q}?-‘- ot ==
DATAVIEWS
Sector: ) Device Offses 0 File Offet: O Selection: 0 Ho Date
i tex | = Text = info T¥ Bocknark . Byie lot || Display = Flecyetem Record | =/ Fle Meladats = i Eximt
SIS R e——————

Data views are conduits to the examined data. Each data view is designed to expose the investigator to specific
information, whether it is lists of file attributes, displaying photos or graphics, detailing file metadata, or dealing
with data at a sector or hex level. Data views also contain the tools that are used to display, sort, decode, search,
filter, export and report.

More information about each data view is provided in Chapter 8, “Data Views”.

-

Any data view window showing this icon can be undocked and used as a standalone window.
To undock a data view:

1. Click on the title bar or the data view tab.

2. Hold down the mouse and drag it away from its position, as shown in Figure 53 below:
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Figure 53: Undocking a view using drag and drop

[ File List ) Disk View Gallery View
Gallery View

e Smaller . . . . U Larger

Undock by dragging the
titlebar or the tab

Mo file selected

To dock a data view:

A data view can only be re-docked to its parent module. For example, the File List data view can only be re-

docked inside the File System module. It can however be docked to any position inside its parent module,
including inside another data view. To dock a data view:

e Click on the data view header and drag and drop the header into next to the other data view tabs in

the required position; or,

e Drag and drop the data view over the required position arrow as detailed in Figure 54 below:

Figure 54: Dock positioning arrows

Dock to top
border

Dock to left

Dock to right
border

border

Tab with parent
window

Dock to bottom
border
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7.3 CUSTOMIZING LAYOUTS

The position of modules and data views can be saved to a file at any time. This allows the investigator to
customize a module for different types of investigations. For example, the module layout for an investigation
involving graphics may be different to fraud investigations involving documents.

To save a custom layout:

1. Inthe top bar of the program click on the Forensic Explorer button to open the drop-down menu and
select Layout > Save Layout, as shown in Figure 55 below:

Figure 55: Accessing the Layout Options

fomacooire R

B save File System ‘ ,(* 2
‘ Investigators... -
(@ Options x . .-._? L
Layout L Default Layout

49 Icon Editors » | Savelayout

kd Feedback.. ™ Load Layout

&0 License Manager... T
@ About..

@ Help

(@ Ext

2. Enter the name of the .xml layout file and click the Save button.

To load a custom layout:

1. Inthe top bar of the program click on the Forensic Explorer button to open the drop-down menu and
select Layout > Load Layout, as shown in Figure 55.

2. Select the desired .xml layout file and click the Open button.

To return to the default layout:

In the top bar of the program click on the Forensic Explorer button to open the drop-down menu and select
Layout > Default Layout, as shown in Figure 55.
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7.4 TASK PROCESSES LIST

In a Forensic Explorer case numerous processing tasks will be performed on the evidence. This includes:

e administrative tasks: such as creating and saving case files;
e  processing tasks: such as reading and displaying a file system; and

e investigations tasks: such as signature analysis, file hashing, file carving, running scripts, create indexes
etc.

Process are tracked in the processes list, accessed from any Forensic Explorer Module in the bottom right-hand
corner of the main program screen:

Figure 56: Forensic Explorer processes window

§)] Hide W
MNew Case Completed: NIST Windows 7 Test Image
=  Time Taken: 00:00:01 3:55:44 PM
-
Search for Known MBERs
=)  Time Taken: 00:00:00 3:56:23 PM
-
Search for FileSystems
=  Time Taken: 00:00:01 3:56:23 PM
w
Verify Device Hashes
=  Verifying device hashes....
—— | [. | M

The purpose of the list is to:

Visually show the progress of running processes.

o Identify processes which have completed, their duration and the time completed.
e Cancel the running process. The cancel button terminates a thread gracefully.

e  Terminate a thread that not responding to the cancel process:

e Allow access to process logging (see 7.5 below).

Figure 57: Accessing Process Cancel and Terminate options via the Processes window drop-down menu

& | Cancel

El Terminate

(& Log
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7.5 PROCESS LOGGING AND PRIORITY

When a task is run in Forensic Explorer the investigator can set Logging and Priority options, as shown in Figure
58 below:

Figure 58: Setting Logging and Priority options

L T L e I I L L L T T i W N ]

Logging: | None - Pricrity: [Nonnal - ]

o< J[ conce |

The “Logging” setting determines the detail of case process logging. Case log files are accessed by clicking the
drop-down arrow for the process in the process list (Note: If logging is set to “None” then the link to the log file
will be greyed out):

Figure 59: Access Process Log Files

Time Taken: 00:00:22 4:36:03 PM

5

Case log files are stored in the path: “[User]\Documents\Forensic Explorer\[Case Name]\Logs\".

Application log files are stored in the path: “[User]\Documents\Forensic Explorer\AppLogs\”.

Priority setting is used to determine the number of computer processors allocated to the task. Minimum is
allocated a single processing core. Normal and above are allocated multi-processing cores (if available).

Important: The speed of multi-core process is influenced by computer hardware. With insufficient hardware
resources, multi-core can lead to data bottlenecking and be slower than single core process. It is recommended
that users test the speed of their hardware to ensure maximum processing speed.

Priority settings are:

e Minimum 1 thread.

e Normal 0.5 times the number of processors

e High 1.0 times the number of processors (-1 to stop overload)

e Maximum 2.0 times the number of processors in Maximum priority - 2 (2 to stop overload)
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7.6 REFERENCE LIBRARY

The purpose of the Reference Library is to put personal reference resources within easy reach of the investigator
from Forensic Explorer interface.

In Forensic Explorer v5.4.8.2587 and above the Reference Library is uses a third-party application called Zotero,
https://www.zotero.org. Zotero is:

- Free.
- Imports from other reference managers.
- Single click extensions are available for most browsers.

- Works on-line or off-line.

Download Zotero from https://www.zotero.org and follow the on-screen default installation steps.

To Add a Zotero toolbar button to Forensic Explorer:

1. In the File System module, select Tools > Add/Remove — Reference Library (Zotero).

Figure 60: Add Reference Library Zotero button

{0 Z

Tools = Reference
Library

Add/Remove - Bockmark CETS Categories
Add/Remove - Bookmark Interpol Categories

Add/Remove - CLI Launcher
Add/Remove - Investigator Motes
Add/Rermove - Log File Viewer
Add/Remove - Quick Word Report

Add/Remove - RamDisk 3rd Party Tools
Add/Remove - RamDisk FFmpeg
Add/Remove - RamDisk VLC

NSNS BUOE 8E

Add/Remove - Reference Library (Zotero)
Add/Rermove - Screen Capture (IfanView)
Create Drop Down Filter

Clear Column Content

Show/Hide Metadata Columns

i B AR

2. Select the modules to add the Zotero toolbar button.
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Forensic Explorer

Interface

7.6.2

IMPORTING ZOTERO REFERENCE INFORMATION

 BROWSER CONNECTOR

References can be added directly to Zotero whilst web browsing using a browser connector. To install a

browser connector:

In Zotero

1. Select Tools > Install Browser Connector > Install

Figure 61: Zotero Browser Connector

z Lotero
Eile Edit View Help
o IE 7 Create Timeline

RTF Scan

= My Library

T Duplicate Add-ons
Unfiled It

) Developer

1l Trash

Manage Attachments

My Publi Install Browser Connector

I

IMPORTING REFERENCES

It is possible to import existing references to Zotero from other reference managers.

A default set of references is provided with Forensic Explorer. The import file is located in:

...\Documents\Forensic Explorer v5\Reference Library\FEX References.rdf

To import default Forensic Explorer references:

1. In Zotero, select File > Import and navigate to the above FEX References.rdf file.

2. Selecting the option to Place imported collections int a new collection will create a new collection

folder for the import (see Figure 63 below). This enables the Forensic Explorer user to manage

different reference collections.
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Figure 62: Import reference collection to Zotero

Import

Options
@ Place imported collections and items into new collection
File Handling

© Copy files to the Zotero storage folder

() Link to files in original location

Linked files cannot be synced by Zotero.

Figure 63: Creating a new Zotero collection folder

z Zotero

File Edit View Tools Help

@ @'

w [Z] My Library

BB FEX References

Acqusition
Artifacts
Date Time
Hashing

Metadata
Random Sampling

Recycle Bin

Registry

SANMNS Posters/Guides
Shadow Copy
Signatures

Test Data

My Publications

77 Duplicate [tems
' Unfiled ltems
‘1l Trash

For additional information on using Zotero visit: https://www.zotero.org/support.
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Chapter 8 - Data Views
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8.1 DATA VIEWS SUMMARY

Each of the Forensic Explorer module tabs contains one or more of the following data views:

Data View Tabs

Function

Shows the folder structure of the examined device.

Folders
Separates items into categories, including files by extension, files by modified
A= date and flagged files.
] Fie List Lists individual items and displays their metadata in columns.
&) Disk View A graphical display of the sectors which make up the examined device.

A thumbnail presentation of the graphics files.

Shows time segment video thumbnails and individual video playback.

[ Diisk: View

A graphical display of the sectors which make up the examined device.

@ Category Graph

A graphical display items in “Categories”.

Hexadecimal view of the currently highlighted item. Automatic interpretation

b Fex of user selected data.

= Text Text view of the currently highlighted file.

=] info Property item information, value and type.

=E Bookmark Shows the bookmark details associated with the item.

i Byte Plot A graphical representation of byte level data within the currently highlighted

file.
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Display Content display of currently highlighted file. Displays of 300 + different file
types including video and audio.

=| Filesystem Record Displays information contained in the MFT record or FAT entry for the
currently highlighted file.

A breakdown of files metadata components.

File Metadata

= File Extent Details the start, end and length of each data run on the disk.

These views are described in more detail below.

8.1.1 COMPONENTS OF A DATA VIEW

Figure 64: Data view layout

View name Options ——Pp ~

-~

Data Area

View information bar '

View Name: The view name describes the function of the view, e.g., “Hex” displays a hexadecimal view of the
currently highlighted item. The options button ¥ provides the option to rename a view with a custom name.

Data Area: The data area of the view is where the content of the highlighted item is displayed to the investigator.
View information bar: The information bar at the bottom of a view. It provides details on the data currently
displayed in that view. It is an important navigational reference. The information bar can contain information
such as:

e The full path to the currently highlighted item.

e The currently selected physical sector.

8.1.2 DATA VIEWS RELATIONSHIPS IN THE FILE SYSTEM MODULE

Forensic Explorer data views within a module co-exist in linked relationships. In simplest terms, when a file is
highlighted in one view, the other views also change to show that data.
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Note: Data views between different modules are NOT linked. For example, the Hex data view in the File System
module acts independently from the Hex data view in the Keyword Search module.

Figure 65: Relationships between data views

Tree

List View -#———— DiskView <€———> GalleryView

HH =3 L ES) = = F
Hex Text Byteplot  Display Filesystem File File
Record Metadata  Extent
Key:
<+“—> Multi relationship. A selection in view changes the selection
in all other connected views.
—_— Asingle relationship. A change in the parent view changes the

view in the child view.
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8.2 TREE VIEW

A Tree view is a hierarchical display of items (e.g., devices, partitions, folders, registry key folders, keywords
etc.). Like Microsoft’s Windows Explorer, the Tree view is most used to select a folder, causing the contents of
the folder to be displayed in the adjacent List view.

The default position for a Tree view is in the top left window. The actual name of the Tree view changes per the
module, i.e.:

Module Tree view Name More Information
File System Folders Chapter 11
Keyword Search Keyword Tree Chapter 13
Bookmarks Bookmark Tree Chapter 17
Registry Registry Tree Chapter 16

To navigate Tree view:
e Use the keyboard arrow keys to traverse, expand and contract the tree.
e Double click a Folder to drill down into its sub folders; or
e Click the # and [# symbols to expand and contract the tree hierarchy; or

e  Right click options:

Figure 66: File System, Folders — right-click options.

Il Add Bookmark...
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Refresh
Refresh Checks
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Expand
Expand all
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Clear All Checks
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Copy cell

C+ Branch plating *
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Add Bookmark:

Export:

Modify time setting:

Remove: Remove user added items (expand, carve, etc.).

Refresh: Refresh the current view.

Refresh Checks: Refresh the checkmarks.

Expand: Expand the currently highlighted folder.

Expand All: Expand all folders.

Contract: Contract the current branch.

Contract All: Contract all branches.

Reset view: Remove: branch plate, checks, folders filter, and contracts all.

Clear All Checks:
Copy Cell:

Branch plating:

8.2.2 TREE VIEW FILTER

Bookmarks the current highlighted item (folder).
Options to export the item/s from the tree.

Modify evidence time settings during a case.

Removes all checks (checked items count will be zero).

Copies the text of the currently highlighted item.

Turns branch plating on or off (off makes the tree like Windows Explorer).

Some Tree views contain a filter drop-down menu, as shown in Figure 67:

Figure 67: Tree view filter

Folders Categories [F7] File List Galler
* 0 B File List
Filter: [Graphics Files.pas v] 2 =] |la2 Filename
20O g Test Case 1 (1) ] Filename
=+ T [ [4] Lexar 7GB USB MKII.EO1 (3) [Local Time] | [Z) LostFile_IPg
B > [ s Partition @ 63 (5) [1 = [Z) LostFile_IPG
= G [ [ Root (33) [ [2) Lostrile_JrG
C>[O [ soth Birthday Cake (7) L [Z) Lostrile_IrG
T [ Architecture (205) (| [Z) LostFile_IrG
[0 [ Bvw - TEST SEQUENCE (50) = |2 LostFile_1Pg)
C+[1 Fish (5) 4
C» [ - F2Helden Photos (108)
CO Flowers (15)
C-[ [ Foop (72)
CO Landscape (3) 0 1 3
0000:0000 | 43 4T 4
10 Mew York City (5) . =

A tree view filter is used to display only the folders which match set criteria. For example, applying the Graphics
Files.pas filter will show only folders containing graphics files. The File list view in the right-hand window will
also only show the applied filter criteria.

Tree view filters are created using scripts. For more information on creating a Tree view filter, see O- Filters.
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8.2.3 BRANCH PLATE

One of the most powerful features of Tree view is the “branch plate”. When a branch plate is selected, all items
beneath that plate are displayed as a single list in List view. For example, this action can be used to display the
contents of a folder and all its sub folders and files.

To branch plate, click the required plate with the mouse.
e  When the plate turns orange, [B: it is active.
e Asemi-filled branch plate, [C* indicates that a sub-folder of that branch has been plated.
To plate multiple branches:
1. Click the first required plate with the mouse.

2. Hold down the CTRL key and click the other required plates.

Figure 68: File System module, Folder’s view, branch plate with “Aquatic” and “Landscape” folders plated

Faolders Categories
Filter: |= No Filter v,

pOE (1) fLocal Tme]
S0 oy ——
= DD =] (5 __
= ;
=[] (4
=0
B[] Aguatic (13)
=[O (4
id
DO g
]
= | Landscape (5)

0 of 63 Checked [0 bytes]

Plated folders are displayed in normal font. The non-plated folders are in grey italic.

The blue number in brackets, e.g. (13) counts the number of items inside the folder (but does not count the

contents of sub folders).
To turn off the branch plate:

e Right click in the File System module Folders View, or in the like tree view of other modules (plating
operated independently in each module) and select Branch Plating > Branch Plate Off. When branch
plating is turned off the tree works in a similar fashion to Windows Explorer.
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8.3 LIST VIEW

A List view displays individual items (e.g., files) and their metadata (e.g., file name, size, modified date, created
date, etc.) in a table format.

The default position for a List view is in the top right window. The actual name of the List view changes per the
module, i.e.:

Module List View Name More Information
File System File List Chapter 11
Keyword Search Keyword Result List Chapter 12
Bookmarks Bookmarks List Chapter 17
Registry Registry List Chapter 16

List view allows items (such as: files, notes, keyword search results and registry entries) to be sorted, highlighted,
checked, flagged, opened and exported. For more information, see

Chapter 9 - Working with data.

8.4 DISK VIEW

The default location for Disk view is the top right-hand window of the File System module, accessed via the Disk
View tab:

Figure 69: Disk View tab
(G5 Disk View
Disk view is a graphical display of the sectors which make up the examined device. Disk view can be used to:

e Obtain a graphical overview of items which make up the device (e.g., MBR, VBR, FAT, MFT, files,
deleted files, unallocated clusters etc.).

e Quickly navigate to a desired sector on the device (see “Navigating Disk view” below).

e Select sectors for examination in other Forensic Explorer views (e.g., Hex view, Text view etc.). The
selection can include a single sector, a range of sectors, or an entire item.

To open Disk view:
e Open a case or preview evidence.
e  Go to the File System module.
e Inthe left pane, select the device (or an item in the file system of the device) to view.

e Inthe right pane, select the Disk View tab
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Figure 70: Disk view
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8.4.1 RESIZING THE DISK VIEW DISPLAY

The number of sectors shown in Disk view can be dynamically adjusted using the slider bar:

Figure 71: Disk view scale bar

Sma" LI R B B | I@I L I I R B A | Large

Large scale can be used for examining small groups of individual sectors. Small scale can provide a graphical
representation of the data structure on the disk and can also be used to quickly identify content (see 8.4.2 -
Color Coded Content below).

8.4.2 COLOR CODED CONTENT

Disk view opens with the following default color coding representing the content of sectors (color coding sourced
from http://en.wikipedia.org/wiki/Web colors):

The start sector of a file

Currently selected sector

g dv

One type overlays another

MBR/VBR (Red)
FAT 1 (DarkViolet)
FAT 2 (WebViolet)

SMFT (DarkViolet)

N AR

System files (WebTomato)
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o

SMFT resident file (the file overlays the SMFT)
Folder (Deepskyblue)

Allocated File (CornFlowerBlue)

H H u

Unallocated space (LtGray)

Y|

Deleted file (A deleted file overlays unallocated space)

74

Carved file (DarkOrange: Carved file overlays unallocated space)

_CUSTOM DISK VIEW COLORS
Disk view colors can be customized. For example, it is possible to:
e show afile type, e.g., JPGs as a specific color; or
e change the color of a file type over a certain size to a specific color; or
e show a specific file, e.g., “sample.txt” as a specific color.

Custom Disk view colors are defined using Forensic Explorer scripts located in the “Scripts > Disk View” folder.
(Learn more about scripting in Chapter 19 - Scripts Module).

To change Disk view colors using a script:
1. Right click in the Disk view window.
2. Select “Disk Colors” from the drop-down menu.

3. Select the required Disk view colors script.

Figure 72: Right-click Disk View menu links to scripts

Goto

Disk Colaors k Default Colours

Export Selection... Bookmarked - Green.pas
Carve Selection... Checked files - Red.pas

Deleted - Orange.pas
Faolders - SkyBlue.pas
Free space - Black.pas
JPG - Yellow.pas

Multi color change.pas
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To reset Disk view
colors to default.

Navigate sectors using the arrow keys Right click in the Disk

view window.

Select Disk Colors >

First and last sectors are reached using the Default Colors.

home and end keys:

Pages of sectors can be scrolled using the
Page Up or Page Down keys.

Scroll by row using the mouse. Hold down the

M Il
ouse Scro SHIFT key to scroll by page.

Or use the following keyboard shortcuts to go to:

D Next deleted file

E Entry

F Free Space

N Next File

P Previous file

Ctrl P Previous different type
S System

U Unallocated

8.4.3 NAVIGATING DISK VIEW

 DISK VIEW MAP

The vertical bar on the right-hand side of the disk view window (shown in Figure 78 below) is a map to allocated
space on the examined device. Use the vertical scroll bar to quickly navigate to the colored section which
identifies allocated disk space.

KEYBOARD NAVIGATION

The following commands are available for navigation in Disk view:
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. DISK VIEW GOTO
Disk view has a Goto command that allows the investigator to quickly jump to the desired sector.
To open and use the Goto Offset window:
e  Right mouse-click in the Disk view.

e The following window will appear.

Figure 73: Disk view Goto Offset window

Goto Offset... o
Unit
) Byte
@ Sector
(JCluster | Partition @ 2048

Start End
ginning of Device Count: |El |
(®) Current Sector Sector: |E] |
End of Device
O @ Dec O Hex
Sector: 0 Sector: 0
Go Cancel

e Select the Unit required, Byte, Sector or Cluster
e  Select the Start position on the disk:

o Beginning of Device (i.e., go forwards from the first sector)

o Current Sector
o End of Device (i.e., go backwards from the last sector)

e Enter the End position. This can be entered either as a Count of the unit required (byte, sector cluster),
or a disk Sector.

GOTO Example, Figure 74 below:
e The currently selected sector is 445.

e The sector to GOTO is 89, which is -356 from the currently selected sector.
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Figure 74: GOTO Example
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8.4.4 ADD PARTITION

It is possible in Forensic Explorer to add an unallocated partition (for example, when a drive has been formatted
but the unallocated partition structure is still intact).

To Add Partition:
1. In Disk View, locate the required Volume Boot Record (VBR):

Manually: Users who are familiar with the VBR format and disk position may use Disk View to find
the sector manually.

Figure 75: NTFS VBR in HEX view
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File Carve: To automate the search for Volume Boot Records, File Carve for Operating System
volumes, as shown in Figure 76 below:
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Figure 76: File Carve for Volume Boot Record (VBR)
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The file carve will return the position of found VBRs with the file name representing the
sector number on the device:

Figure 77: File Carve results for Operating System Volumes

Filename Extension
1 E Carved NTFS_2048.ntfs ntfs
E Carved_MTFS_2384.ntfs ntfs

L\E %, Carved_NTFS_206847.ntfs  ntfs

Carved_MTFS_206843.ntfs ntfs
Carved FAT 533567.fat fat
Carved_FAT_538668.fat fat

3
B

I
e

2. In Disk View, click on the sector of the VBR, right click and select Add Partition. The partition will then
be added to the File System Folder tree.
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To select a sector:

e  (Click on a sector with the mouse. The selected sector will be marked with a red border.
To select a range of sectors:
e Click on a sector with the mouse.

e Hold down the mouse key and drag the mouse over the required range of sectors. The range of sectors
will show as selected, as see Figure 78 below. This enables other views, such as HEX view to see the
selected range.

Figure 78: Selecting a range of sector in Disk view
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To select a file:
e Double click on a sector. All sectors used by the file will be identified.

e The name of the selected file is displayed in the status bar at the bottom of the Disk view window, as
shown in Figure 79 below.
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Figure 79: A selected file in Disk view
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8.5 GALLERY VIEW

The default location for Gallery view is the top data view window of the File System module, accessed via the

Gallery View tab:

Gallery View ‘

Gallery view is also present in Bookmarks and Email modules. Gallery view is fast ways to thumbnail graphics
located in the case.

Figure 80: Gallery view thumbnails
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The default setting for Gallery view is to display Jpeg, Bmp and Png file types.

The file icon at the bottom of the thumbnail is a visual identifier of the status of the file (e.g., bookmarked,
deleted, carved, etc.).
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8.5.1 DISPLAY VIEW — HEIC, HEIV

To preview HEIC or HEIV files in the Forensic Explorer Gallery View or Display View the following Microsoft
extensions must be installed on the forensic workstation:

e High Efficiency Image File Format (HEIC): Microsoft Image Extensions,
https://apps.microsoft.com/store/detail/heif-image-extensions/9PMMSR1CGPWG?hl=en-us&gl=US

e High Efficiency Video Coding (HEVC): Microsoft Extensions Package,
https://apps.microsoft.com/store/detail/hevc-video-extensions/9INMZLZ57R3T7?hl=en-us&gl=US

e Or anon-Microsoft equivalent such as: https://www.copytrans.net/copytransheic/

8.5.2 GALLERY VIEW FOLDER LEVEL FILTERING

Gallery View content is first controlled by the selection made in the File System module Folder view. If a single
folder is highlighted, the graphics inside that folder will be displayed. When the branch plate option is used (see
paragraph 8.2.3 - Branch plate) all graphics in the plated path will be displayed, as shown in Figure 81 below.

Figure 81: Gallery view as determined by a folder/branch-plate selection
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8.5.3 GALLERY VIEW — FILE LEVEL FILTERING/SORTING

In addition to Folder level filtering described above, the content and sort of Gallery view can also be determined
by filters and sorting in the File List. For example, in Figure 82 below, the File List has had a Text Typing filter
applied for the word “Cat” which filters out only files containing that word in the file name:

Figure 82: Gallery view filtered or sorted by a File List selection
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Any filter or sort applied in the File List will dictate the content of the Gallery view. The result of applying the

above filter is shown in Figure 83 below where the Gallery view contains only graphics that match the filter:
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Figure 83: Gallery view with a File List filter applied
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TIP: To see File List filters and their effect more clearly on Gallery view it can assist if the Gallery view is detached
and viewed on a second monitor so that both the File List and Gallery view can be viewed simultaneously.

8.5.4 CACHING THUMBNAILS TO DISK

When a thumbnail is displayed, it is written to the disk cache file:
...\User\Documents\Forensic Explorer\Cases\[Case Name]\thumb.cache

When changing between Gallery view folders, Forensic Explorer first checks the cache file to determine if the
graphic has previously been displayed. If so, the cached graphic is used.

In some situations, it may be advantageous to cache all available images. For example, if running the “Skin Tone
Analysis” script (from File System module > Analysis Programs button > Skin Tone Analysis) the script will run
50% faster when reading images from the cache.

To cache all thumbnails to disk:
1. When adding evidence:

a. Whenan evidence item is added to a preview or a case, there is an opportunity in the Evidence
Processor window (see 10.5) to “Cache Thumbnails”.

2. During a case:
a. Select or branch plate the required folders in the File System module.
b. Right click in the gallery view window and select “Cache All Images”.

The cache progress will show in the processes window.
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8.5.5 INCREASE THE NUMBER OF GRAPHICS DISPLAYED

The size and number of graphics displayed is controlled by moving the slide-bar or by clicking the — or + button
graphics.

Figure 84: Gallery view scale bar

y i ’

The Gallery view tab can also be detached from the File List view pane and re-sized displayed as a standalone
window (see 7.3.1- Save a custom layout, for more information).

8.5.6 WORKING WITH DATA IN GALLERY VIEW

Graphics in Gallery view can be highlighted, checked, flagged, exported, bookmarked, and opened with an
external application. These commands are access by the right click display menu. For more information on these
actions, see Chapter 9 - Working With Data.

To highlight a continuous group of multiple files in Gallery view, hold down the SHIFT key whilst selection files
with the mouse.

To highlight a non-contiguous group of multiple files in Gallery view, use the CTRL key when selecting files with
the mouse.

To check highlighted files, press the space bar.

8.5.7 BLUR

Gallery view blur enables the investigator to blur the content of a graphic in the Gallery view. Once blurred in
the Gallery view, the graphic will also be blurred in Display view and Reports.

The blur is intended to distort the fine detail of a graphic. It is most commonly used in child protection cases
where display of a full resolution graphic may not be possible on legal or ethical grounds.

To blur a graphic:

1. In the File System module Gallery view, use the mouse to select the required picture in the Gallery
view (or use the CRTL, SHIFT and mouse to select multiple graphics).

2. In the Gallery view toolbar, click on the blur button. The graphic will blur both in Gallery and Display
view, as shown in Figure 85 below.

To un-blur a graphic.
1. Inthe File System module Gallery view, click on the blurred graphic.

2. In the Gallery view toolbar, click on the un-blur button. The graphic will now display at normal
resolution in both Gallery and display view.
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Figure 85: Gallery view blur
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Blur can also be associated with keyboard hotkeys.

8.5.8 CLASSIFICATION KEYS [0-9, -] (HOTKEYS)

In some circumstances the investigator may need to manually classify graphics based on their content. A
classification can be added to a graphic using a keyboard shortcut.

To classify a graphic in Gallery View:

1. In Gallery view right-click and select Classify > Enable Classification. A classification legend will also
appear to the right of the Gallery view graphics (see Figure 88 below).

Figure 86: Enable classification
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Figure 87: Gallery view toolbar options
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2. Pressing a keyboard key from 0 to 9 will classify the currently graphic item selected according to the
keyboard number pressed. (- removes the classification, see below).

3. Visual confirmation of the classification is provided:

a. In the bottom right-hand corner of the information bar of the Gallery view graphic is the
classification number.

b. The background color of the graphic changes according to the classification.

c. The classification legend will increment with each classified item.

Figure 88: Gallery View classification
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d. A Classification column can also be added to the File List view showing the classification
number:

Figure 89: File List Classification column

[ File List | [2E] Gallery View [EE] Video View [ Disk View @3 Category Graph

&= I:-'Lé' cat j AZ¥ Ext |18 Classificatior ||1:8 Flags ALY

Filename Extension] Classification Flags Path
i 11 [ | Orange Cats DEM
[ iz tij Baby_cat_sleeping. JPG PG DEM
i 13 [0) Black Cats~$130(530) DEM
O 14 & CatsAl0_Baby.JPG PG DEM
=] 15 §| CatsA2 Mary.JPG PG DEM
i 16§ CatsA3_Choco.IPG PG DEM
O 17 # CatsA4 Kristsji, PG PG DEM
=] 18§ CatsAS5_Starbuck.JPG PG DEM
= 19 & CatsA7_TomTom.JPG PG DEM
O 20§ CatsA3_Gadget.JPG PG DEM
= 21 & CatsAS_Minkin. PG PG DEM
|_| i 1—“ CateBd Tardiesss I0C D LERA

Copyright GetData Forensics Pty Ltd 2010 - 2024, All rights reserved.



106 | Page Chapter 8 - Data Views

To remove classification from a graphic in Gallery View:
1. Select the graphic/s with the mouse.
2. Press the — (minus) button on the keyboard.
3. The classification number is removed.
To remove classification from a group of classified files:
1. Use the SHIFT or CTRL key to select a group of files.
2. Press the — (minus) button on the keyboard.
3. The classification for the entire group is removed.
To remove all classification:

1. In the File System module (File List view), click on the Tools button > Clear Column Content > select
Classification > Run, or right-click on the column header and select Clear Column from the menu.

2. Classification will be removed from all items.

8.5.9 GALLERY CLASSIFICATION FILE INDEX

When manually classifying graphics, it can be beneficial to number the display items in order to keep track of
the current position.

To change the information displayed under the graphic in Gallery view:
1. Right click in Gallery view and select Caption from the drop-down menu.
2. Select an available option: Filename, Index, or Blank.

The index option adds a numeric counter to the bottom of the Gallery view image, as shown in Figure 90 below:

Figure 90: Classification with index numbering

8.5.10 CLASSIFICATION AND BOOKMARK USING HOTKEYS [0-9, -]

Important: Classification and Bookmarking are separate functions, i.e., you can classify without bookmarking.
Note that:

e Afile can have only one Classification.

e A file can have multiple bookmarks.
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To hotkey classify then bookmark a file from Gallery view:
1. Right-click and Classify > Enable Classification.
2. Check the Bookmark checkbox at the top of the Gallery view.

3. Press a hotkey (0 to 9). The item will be classified (given a number according to the key pressed) and
bookmarked to the bookmark folder designated for that key.

The default path for hotkey bookmarks is My Bookmarks\Pictures\Classification 01, Classification 02,
etc. The bookmark path and folder can be changed in the Gallery Classification Options window. To
open the Gallery Classification Options window, click on the cog icon in the Gallery view toolbar
(shown in

4. Figure 87 above).

Figure 91: Gallery Classification Options
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Base Bookmark folder:  Assigns the bookmark folder where items will be bookmarked.

Classification type: There are a number of different classification systems in use, including:
Interpol Baseline; Project Vic; COPINE; SAP; and SOD.
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In recent years Interpol Baseline has increased in popularity as it offers a
simplified 4 category system. For an overview refer to:
https://www.sentencingcouncil.qld.gov.au/ data/assets/pdf file/0017/5
31503/cem-final-report-july-2017.pdf.

To create a custom classification type, refer to the following section.

Enabled: The enabled checkbox makes the key active.

Key 1, Key 2, etc.: Assigns the keyboard number with a bookmark folder.

Blur checkbox: If checked, the hotkey will blur the item in Gallery view.

Bookmark Folder: Assigns the bookmark folder when the item/s will be bookmarked. If the

folder does not exist in the Bookmarks module it will be created.

Color: Sets the color of the category number in the gallery view information bar via
Gallery Classification Options > use the drop-down color selection menu.

To re-classify then bookmark:

1.

Check in the Bookmark checkbox at the top of the Gallery view.

Highlight the file that needs reclassification and press the new classification key, i.e., 1 to 10.
The classification number in the Gallery view overlay (shown in Figure 69) will update.

A new bookmark will be created.

Note: The original bookmark will not be removed from original bookmark folder. It is recommended
that at the end of the classification process, add the Classification column to the Bookmarks module,
and sort by classification, and review and remove any bookmarks that no longer belong in the
classification folder.

To remove a bookmark:

8.5.11

Switch to the Bookmark module.
Select the required bookmark/s with the mouse.
Right click on the Filename in Bookmarked Items List and select Delete Bookmark\s from the drop-

down menu.

CUSTOM CLASSIFICATION TYPE

The Default classification system access from the Classifications Options window shown in Figure 91 above

can be customise by creating and placing a DefaultClassification.ini file in the Forensic Explorer Startup folder

(My Documents\Forensic Explorer vX\Startup\).

The text in Figure 92 below can be used to create the DefaultClassification.ini file. It sets the first 4

classification categories and associated color:
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Figure 92: DefaultClassification.ini

[Classification 01]

Bookmark=CAM - Real Child Pre-Pubescent <13yo
Color=255

Blur=0

HotKeyEnabled=1

[Classification 02]

Bookmark=CAM - Other Illegal Content, Child <18yo
Color=26367

Blur=0

HotKeyEnabled=1

[Classification 03]
Bookmark=Investigative Interest
Color=65535

Blur=0

HotKeyEnabled=1

[Classification 04]
Bookmark=Ignorable
Color=32768

Blur=0
HotKeyEnabled=1

[Classification 05]
Bookmark=Classification 05
Color=42495

Blur=0

HotKeyEnabled=0

[Classification 06]
Bookmark=Classification 06
Color=11823615

Blur=0

HotKeyEnabled=0

[Classification 07]
Bookmark=Classification 07
Color=13688896

Blur=0

HotKeyEnabled=0

[Classification 08]
Bookmark=Classification 08
Color=8894686

Blur=0

HotKeyEnabled=0

[Classification 09]
Bookmark=Classification 09
Color=4678655

Blur=0

HotKeyEnabled=0

[Classification 10]
Bookmark=Classification 10
Color=9470064

Blur=0

HotKeyEnabled=0
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8.6 CATEGORY GRAPH

This section is currently being updated.

8.7 HEX VIEW

The default location of the Hex view window is the bottom data view window, accessed via the Hex tab:

i Hex

Hex view shows a hexadecimal/ASCII view of the currently highlighted item. The slide bar to the right of the
hex/ASCIlI windows separates the data inspector. Data highlighted in hex view is automatically analyzed in the
data inspector to determine its type:

Figure 93: Hex view and data inspector
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The right-click menu in the Hex view provides options to select and copy Hex. It also allows investigators to:

e Add bookmark: Highlight a selection of Hex and bookmark it. See Chapter 17 - Bookmarks Module, for
more information.

e Carve Selection: Highlight a selection of Hex and carve this data and add it to the File System module
as a file. When this option is selected, the following window appears:
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Figure 94: Carving files from Hex view

m Carve — O W
MName: |Hex 256 [-201] ls |
Available Folders: |File Carve w Mew,.,
Bookmark: [ ]
coce

Name: The default name is the Hex Offset and the length of the selection in bytes. The default name can be
edited.

Available Folders: This is the folder name in File System Folders view which will hold the carved file. A new folder
can be added as required.

Bookmark: Adds the carved file to the Bookmarks module.

8.8 TEXT VIEW

The default location for the Text view window is the bottom data view window, accessed via the Text tab:

Figure 95: Text view tab

= Text

The Text tab shows the highlighted item as ASCII text.

Figure 96: Text view
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8.9 INFO

The default location of the Info view is in the bottom data view window, access via the Info tab:

Figure 97: Info view tab

Info

The Info view displays the properties of the currently highlighted file. This includes File System information, such
as Created, Modified and Access dates, and information about how the file is displayed by Forensic Explorer,
such as checked status and file signature. It is a convenient location to quickly view the entire list of properties
for afile.

Figure 98: Info data view

= Info

Property Value Raw Value Type

=+ Item Information
= m Accessed 28-Jan-14 11:21:36 AM  28-Jan-14 11:21:36 AM Date
— ] Attributes P S . —J———g——  UString
— 12 BIAS Time 0 0 Ints4
—Eﬂ Bates # 301,354 301354  Integer
— %/ Bookmark Folder Binary
- J Bookmarked False False  Boolean
— 123 Byte Start 12,403,8567,648 12403867548 Inte4
- m Created 28-Jan-14 11:21:36 AM  28-Jan-14 11:21:36 AM Date
— 2 Data Size 12,788 12788  Ints4
- Eﬂ Directory Level 14 14  Integer
— 4] Extension ipg jpg  UString
— |i| Extension Mismatch Binary
— |3 File Category Binary
— % File Signature Binary
— ﬂ Filename stor-9225 top_ten_1... shor-9225_top ten_14... UString
—Eﬂ Flags 0 0  Integer
— |#] HashSet Binary
— |%| HashSet Category Binary
— % HashSet Indentified... Binary
— 1| Intact Size 0 0 Ints4
— g IsChecked False False  Boolean
= ‘ IsCompressed False False  Boolean

8.10 DISPLAY VIEW

The default location of the Display view window is the bottom data view window, accessed via the Display tab:

Figure 99: Display view tab
52 Display

The File Display tab uses GetData’s Explorer View technology to display the content of the currently highlighted
file (see HEIC and HEIV below):
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Figure 100: Display view

Note that the file Display tab is NOT intended as an exact render of how the file would have appeared to the end
user. If this is the objective, it is best achieved by exporting the file and opening it with the same application
available to the end user.

If a file type is selected where a display is not available, or the file is corrupt, an error message will display in this
window. The display view will default to Hex or Text view.

Right click on the image to display the options menu:

Figure 101: Display view right-click menu

Add Bookmark...

Viewer 3
% Copy Ctrl+C
< Find Ctrl+F

it Counter Clockwize Rotate
24 Clockwize Rotate
s Zoomn

= Zoom Out

The following buttons are displayed for audio and video files.

Auto Play
Fewind

Play

Pause

Fast Forward

Stop

00000 BO

Repeat
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To preview HEIC or HEIV files in the Forensic Explorer Gallery View or Display View the following Microsoft

extensions must be installed on the forensic workstation:

e High Efficiency Image File Format (HEIC): Microsoft Image Extensions,
https://apps.microsoft.com/store/detail/heif-image-extensions/9PMMSR1CGPWG?hl=en-us&gl=US

e High Efficiency Video Coding (HEVC): Microsoft Extensions Package,
https://apps.microsoft.com/store/detail/hevc-video-extensions/9INMZLZ57R3T7?hl=en-us&gl=US

e  Oranon-Microsoft equivalent such as: https://www.copytrans.net/copytransheic/

The Video view tab shows time segment video thumbnails. Individual videos can be played in this view by
drawing the mouse across the thumbnail. The zoom slide bar has been increased to enhance viewing.

2] File List  [%) Gallery view }V'deov'ew EQD&M @ category Graph

@ (0O sodkmark: [

0:36
][ my new stuff 020.mov

When viewing a video, it is possible to thumbnail the video by click on the thumbnail icon in the bottom right-
hand corner of the display window, as shown in Figure 102 below:
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Figure 102: Video Thumbnails

=%) Display v 0

0:02.320

———
e

0:10.000

g !

0:17.680 ] ) 0:21.520 -

0:28.200 —~

Test Case 1\Lexar 7GB USB E01.E01\Partition @ 63\Root\EVW - TEST SEQUENCE\MPEG

To jog image thumbnails, click on the jog button.
To play all thumbnails, click on the play button.

To play in full screen from a specific thumbnail, double click the thumbnail.

8.11 BYTE PLOT AND CHARACTER DISTRIBUTION

The default location for the Byte Plot window is the bottom data view window, accessed via the Byte Plot tab:

Figure 103: Byte Plot tab

[ils| Byte Plot

Byte Plot

Byte Plot is a graphical representation of byte level data within the currently highlighted file. It is a visual means
to gauge the consistency or regularity of a file. In a Byte Plot.

“..each byte in the binary object is sequentially mapped to a pixel. The plotting of byte values in the
object starts at the top left of the image. Subsequent byte values in the object are plotted from left to
right, wrapping at the end of each horizontal row”. (7 pp. $3-512)

Byte Plot is emerging as a future means of file type analysis by binary content or “fileprint” (8).

In the status bar of the Byte Plot data view is an entropy score for the displayed data. The entropy score is an
expression of randomness where the more random the data, the higher the score. For example, a compressed
zip file will have a higher entropy score than a text document.
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Character Distribution

A character distribution bar graph is used in conjunction with Byte Plot and displays the distribution of ASCII
characters per the currently displayed segment of file. ASCIl is a 7-bit character encoding scheme that allows
text to be transmitted between electronic devices in a consistent way (See http://www.ascii-code.com (9)). The
extended ASCII character set comprises codes 0—256, where codes.

e 0-31are non-printing control characters
e 32-127 are printable characters; of which:
o 48-57 are numbers0-9.

o 65-90areA-7Z;and
o 97-122area-z.
e 128 - 256 are extended characters

The Character Distribution X-axis represents ASCII character codes 0-256. The Y-axis represents the number of
times each ASCIl code appears in the current view. Like Byte Plot, Character Distribution gives a visual
interpretation of file content.

Color Coding

In the Byte Plot data view, ASIl characters are color coded, where:
Blue - Non-printable / extended characters
Red - Numbers (0 - 9)
Yellow - Text (atozand Ato 2)

Display Options

To change display options, right click on the Character Distribution graph to display the drop-down options
menu:

Figure 104: Byte Plot right click display options menu.

Add Bookmark...

~  Highlight Murnerals and ASCIl characters
~  Logscale

Show labels
To change Byte Plot to grayscale, de-select “Highlight Numerals and ASCII characters”.
To change the scale of Character Distribution, select Log scale.
8.11.1 BYTE PLOT EXAMPLES

Microsoft Word document:
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Figure 105 shows a Byte Plot and Character Distribution for the Microsoft Word file “Golf.doc”. The visualization
is consistent with a Word document, where.

e Non-printable ASCII characters (blue) are prominent in the header of the file.

e  Text characters predominantly (yellow) follow the header.

Figure 105: Byte Plot and Character Distribution of a .doc file

Byte Plot i

Character Distribution

10004 |, A=

100 (R

Count

] 50 100 150 200 250
Character

JPG Photograph:

Figure 106 shows a Byte Plot and Character Distribution for a JPG digital photograph. The visualization is
consistent with a JPG file where:

e Non-printable ASCII characters (blue) are prominent in the header of the file.
e JPG metadata text (yellow) follow the header.

e The body of the JPG shows regular compressed data.
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Figure 106: Byte Plot and Character Distribution of a .jpg file

Byte Plot -

= Character Distribution
L

1,000

100

Count

10

] 50 100 150 200 250
Character

A

Preview\FAT32-Photos.EDL\Partition @ 63 [NO NAME]\Roct\Animals\Buffalo.jpg

RTF document:

Figure 107 shows a Byte Plot and Character Distribution for an RTF document. The visualization is consistent
with an RTF file where there is no defined file header and much of the file appears as text.

Figure 107: Byte Plot and Character Distribution of an .rtf file

Character Distributicn

1,000 4

1 T LI | L |
0 50 100 150 200 25
Character

0.1-

ZIP file:

Figure 108 shows a Byte Plot and Character Distribution for a ZIP document. The visualization is consistent with
a ZIP file where:

e There is even distribution of the ASCII character set typical of compressed data.
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Figure 108: Byte Plot and Character Distribution of a .zip file

Byte Plot

ot Pl

Character Distribution

50 100 150 200 250
Character

Preview\File Type Test.E01\Root\Text Documents\Flowers.zip

8.12 FILESYSTEM RECORD VIEW

The default location for the Filesystem Record view is the bottom data view window of the File System module:

Figure 109: Filesystem Record tab

= | Filesystem Record

Filesystem Record view decodes and displays the full attributes of highlighted item, including FAT, MFT, HFS file
system records and Windows registry entries.

To display the Filesystem Record view for a file:
1. Highlight afile in File List view.

2. Select the Filesystem Record view tab in the bottom window.

The details of the highlighted file are then displayed. A Filesystem Record view of a highlighted file on a FAT file
system is shown in Figure 110 below:
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Figure 110: Filesystem Record view

Filesystem Record ) E -
Property Value Raw Value Type _{j 0 1 2 3 4 5 & 7 8 9 &
= FAT Record ~ 0? 0000:0000 S50 45 4E 47 55 49 4E 53 4R 50 47 | EENGUINSJEG
S d otreme oGl roGS.. A [0 el |- L e
Deleted False False  Boolean | (¢ 0000:0021 | 50 00 €5 00 6E 00 &7 00 75 00 OF | E.e.n.g.u--
—% A 32 Byte ﬂé 0000:002C 00 32 €9 00 €E 00 73 00 2E 00 4R | .:i.n.3...J
_}Eﬂ Reserved 1] 1] Byte 0@ 0000:0037 00 S0 00 00 00 47 00 00 00 =
12 Created (10ms) 185 185 Byte §
—}Eﬂ Created Time 1:09:24PM 26924 Word 1
—}Eﬂ Created Date 19-Mar-11 15987 Waord &
—Eﬂ Accessed Date 19-Mar-11 15987 Word |E 3y
) EAIndex (FAT12/16) 0 0 word g
—}Eﬂ Written Time 352:26 PM 32397 Word H
25 \Written Date 14-1ul-03 15086 Word 5
25| Start Cluster (FATL... 2,017 2017 Word {
1§ Start Cluster (FAT32) 2,017 2017 LongWare 3
7Eﬂ Filesize 777,835 777835 LongWorc! ’{
=+ Longfile Record 1 I 3
E] LFM String Penguins.JPG  Penguins. JPG UString 3
2 LFN Sig. byte 65 65 Byte {
1] LFN Attribute 15 15 Byte %
o 91 Eni e = n n =, 5
Preview\FAT32-Photos.E01\Partition @ 63 [NO NAME]\RDot\Animals\Aquat\c\Peng |};nguin5.JPG
The Filesystem Record view shows:
Value: The value of the property entry as interpreted by Forensic Explorer.
Raw Value: The raw data as read from the file system record or registry entry.
Type: The type of data read from the file system record or registry entry.

The adjacent window displays the raw data from which the individual records have been decoded.

Figure 110 above shows the records for the file “Pengins.JPG”. Clicking on the “Attributes” property on the left
highlights (in blue) the raw byte on the right from which the attribute data is decoded.

The yellow highlighting differentiates the section of the FAT directory entry which is dedicated to the long file
name data.

8.13 FILE METADATA

Metadata is loosely defined as “data about data”. Essentially it is information within a file which further
describes the content or the layout of the file.

An example of Metadata is found in Microsoft Word documents where additional information is stored by word,
including:

e Author.
e  Subject.
e Title; etc.

The File Metadata view breaks down and displays the metadata values for specific file types. File support
includes:

e OLE (.doc, .xls, .ppt).

e  Open XML format (Office 2007 .docx, .xIsx, pptx).
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e JPEG.
o ZIP.
Figure 111 below show the metadata of a Microsoft Word .doc file:
Figure 111: Metadata view of a Microsoft Word .doc file
= File Metadata
Property Value Raw Value Type
- OLE Data
+ OLE Header
=} OLE Summary
d| Author LT LT  UString
13| Subject Binary
ﬂ] Title Accounting Data Accounting Data LIstring
E Created (LUTC) 13-Jul-06 4:39:00 AM 13-Jul-06 4:39:00 AM Date
E Modified (LTC) 13-Jul-06 4:43:00 AM 13-Jul-06 4:43:00 AM Date
E}] Edit Time 2 mins 2 Integer
Eﬂ PageCode 1,252 1252 LongWar
|is| Keywords Binary
|is| Comments Binary
d| Last Saved LT LT  UString
Eﬂ Pages 1 1 LongWaor
125 \Words a2 92  LongWor
=i "

e  Starting with Microsoft Office 2007, the Office Open XML file format has become the default for
Microsoft Office. These file types, e.g., docx, are compressed container files for XML content.

Viewing a docx file in the File Metadata view will show the properties of the compressed file. To view the
metadata of the content files it is first necessary to Expand Compound Files so that the metadata for individual
content files can be examined (in docx files, core.xml and app.xml hold much of the commonly used metadata).

Metadata for both Office and Office 2007 files can be extracted to columns by running the Extract Metadata to
Columns script (see below) without the need to first expand compound files.
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8.13.1 EXTRACT METADATA

EXTRACT METADATA - EVIDENCE PROCESSOR

The option to Extract Metadata can be selected in the Evidence Processor when evidence is added to a case:

Figure 112: Evidence Processor - Extract Metadata

Evidence Processor [Image: DEMO 7.E01 (1)]

Tasks Enabled
= FileSystem

£ @ Process in Parallel

Verify Device Hashes =

[} ik Search for Known MBRs

£} 5 Search for FileSystems

Signature Analysis |

Expand Compound Files O

(- =@, Process in Parallel

5 Triage &b

Hash Files O
TS A

File Carve O

Cache Thumbnails O

Selecting the Extract Metadata option gives access to the configuration window where it is possible to select
individual metadata types and to bookmark results:

Figure 113: Extract Metadata Options

B9 Extract Metadata Options - O >

Process Mame:

|Extract Metadats |
Extract

Digital Cameras (Make Model)

[Flooc, ¥Ls, PPT by Author %
DOC, ¥LS, PPT by Date Printed

GPS Photos

LMK by Target Volume

M3 Jump List

PDF by Author

Bookmark
[ bigital Cameras (Make Model)
[Jpoc, %Ls, PET by Author
[Jooc, ¥Ls, PPT by Date Printed
[JGPs Phatos
LMK by Target Volume
[IM™s Jump List
[]PDF by Author

Logging: | Mormal v Priority: | Normal ~
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EXTRACT METADATA — ANALYSIS PROGRAMS

The metadata extraction options are also available from the File System module, Extract Metadata toolbar

button, shown below:
Figure 114: Metadata extraction scripts, File System module, Extract Metadata menu
- - — = -
© 3

Extract i Analysis v Triage v Quick
Programs Reqistry

=S Extract Metadata To Columns
] &\, Extract Metadata To Columns and Bookmark
<f>| Extract XMP Metadata

The Extract Metadata to Columns menu item opens the following window:

Figure 115: Extract Metadata to Columns

About Exfract

Source

(®) All Ttems (197755 items)

() Chedked Items {0 items)

Run a Signature Analysis I,},
Metadata
Camera Windows
[ ]Photos [ ]LmK
[ Jvidea [ IMS Jump List
Documents [|NTFS 30 Date/Time
[IMs Office [prefetch
[JroF [1Print Spoal
oth [ ]Recyde Bin
er
[zip
o Clear Run Cancel

Select the types of metadata to extract and select the Run button.
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At the completion of the metadata extraction the following window will appear which summarizes the result.
Click on specific column names and click the Show Column button to add that column to the File System module
(or manually add the column in the module using the right click columns menu option, see 9.4 - Columns):

B | Bookmark Cameras by Make/Model (Al lterms: 198443) - O 4
Results
Metadata Column Name Count ?
Description 3
Hake 420
: Device Model 420
: Orientation 510
2: XResolution €07
: YResolution €07
Exif 305: Software S24
Exif 306: Date/Time 837
Exif 315: Artist 104
Exif 33432: Copyright lzz
Exif 3€8¢€7: DateTimelriginal 435
Show Column Close

EXTRACT METADATA TO COLUMNS AND BOOKMARK

The Extract Metadata to Columns and Bookmark will also extract metadata data to columns and bookmark
results by the selected criteria shown in Figure 116 below:
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Figure 116: File System > Analysis Programs > Bookmark Metadata

B | Extract Metadata — O >
About Exfract
Source
(®) all Ttems (197755 items)
() Checked Items (0 items)
Run a Signature Analysis
Bookmark By: Ib
Camera Make/Model Other
[ ]Photos [ LMK by Target Volume
[ ]video [ MKV Video Multiplexing
[]GPs [ ]M3 Jump List LMK
Author [_]Ms Office by Date Printed
[]Ms Office [JPrefetch
[]roF []Print Spool by User + Doc,
o Clear Run Cancel

Bookmarks are added to the Bookmarks module under the Script Output folder. The output of Bookmark by
Camera Make/Model is shown in Figure 117 below:

Figure 117: Bookmarks by Metadata

Bookmarks ~ 1

Bookmark Mame &
L# L] [™7 lndex search (U]

T 17 Tlicit Images ()
- O O] F Seript Output (2)

2 T+ [ ¥ Digital Cameras (17)
=[O Apple -iPhone 5 {135)
> [ canon - Canen EQS 10D (1)
O S Canon - Canon EOS 20D (4
T+ [ canon - Canon EQS 4000 DIGT
C+ [ canon - Canon EQS 600 (7)
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8.13.2 XMP METADATA

The Extensible Metadata Platform (XMP) is: an ISO standard, originally created by Adobe Systems Inc., for the
creation, processing and interchange of standardized and custom metadata for digital documents and data
sets (source: https://en.wikipedia.org/wiki/Extensible Metadata Platform Accessed 01 September 2020).

XMP metadata can usually be found in documents that have been edited with Adobe products, including
Adobe Photoshop. XMP metadata can be important for forensic investigators as it can provide additional
information including edit date and time and software used.

XMP metadata for a camera file can be seen in HEX or Text views in the following format:

Figure 118: XMP Metadata shown in the Text data view for file 001.jpg

________________________________ ¥al http://ns_adobe _com/xap/l.0/_ <?xpacket begin='iw»;"' id="
MOMpCehiHzreSzNTczskeSd ' ?> . .<x:xmpmeta xmlns:x="adobe:ns:meta/"><rdf:RDF xzmlns:rdf="http://w
.W3.org/lass/02/22-rdf-syntax—ns#"><rdf:Description rdf:about="uuid:fafSkbdd5-ba3d-llda-ad3l
33d75182£f1b" xzmlns:xmp="http://ns.adobe.com/xap/l.0/"><xmp:Creatorlool>Microsoft Windows Ph
o Viewer &.1.7€00_1e385</xmp:CreatorToocl»</rdf :Description><rdf:Description xmlns:Microsoft
oto="http://ns microsoft.com/photo/l _0/">»<MicrosoftPhoto:Datelcgquired=201&6-12-20T05:40:50_4
“</HicrosoftPhoto:Datelboguired=</rdf:Description»</rdf :RDF></x xmpmeta>. .

The File System module > Metadata > Extract XMP Metadata option enables the forensic investigator to scan
a case and identify those files which contain XMP metadata. Click on the file in the left-hand column to display
the XMP metadata in the right-hand side:

Figure 119: XMP Metadata for file 001.jpg

B Embedded XMP Metadata - O X
Results

Search ¥MP Data: | | = | XMP Metadata Preview:

. . Filename: 001 .JP:

Filter Filename: | | Batess: P

3RZFJO01U (naughty but nice ;-) 1l2&).JPZ FS File Size: 1.0%mk (1147307 bytes)

$RE503NH (naughty but nice ;-) 132).JPG File System Created: 28-May-12 €:13:27 BRM

$RRMZIVTC (naughty but nice ;-) 134).JPC File System Modified: 28-May-12 €:13:27 RM

3RCT5YSI (naughty but nice ;-) 135) .JPG XMP starts at File QOZfset: 11101

$BMEYZ2F (naughty but nice ;-) 131).JPE = | [T0 = T T T T T T T T T T T T T T T T

$EMTW7U7 (naughty but nice ;-) 138).JPC XIxmpmeta

$RP1GMEW (naughty but nice ;-) 133).JPZ rdf:RDF S

$RUCE03€ (naughty but nice ;-) 135) .JBG rdf:Description ...

FBXIQOZI0 (naughty but nice ;-) 140).JPZ photoshop:DateCreated 05-27T13:13:27

001.JPG xmp:CreateDate 05-27T13:13:27

TS N | | o £ypaca 2012-05-28T10-41:04

001.jpg xmp:CreatorTool QuickTime 7.€.%€

0oz .J0C MicrosoftPhoto:Datekoquired 2015-01-15T16:24:06.73%

0032.JBG

003.JBG

002 .png

004 . JBG

004 . JBE

005.JPC:

005.JBG

00€.jpg

00&. JBG

007.3pg

007.JBG

008. JBG

008, ipg v

Showing files containing XMP metadata: |712 of 713 i 2
Bookmark Copy to Clipboard Export All XMP Close
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8.13.3 FILE INFO

Another way to view file information, including Metadata and XMP metadata is to use the File Info button in

the File System module:

Figure 120: File System module File Info button

File
Info

The File Info button works with highlighted files and provides options to view:

1. Basis Forensic Explorer fields (including Created, Modified, Accessed).

2. Extended Forensic Explorer fields (including signature and hash information).

3. Filesystem Record fields (as shown in the Filesystem Record data view tab).

4. Metadata (as shown in the Metadata data view tab).

5. XMP metadata (as described above).

Figure 121: File System module File Info button

B " Highlighted File Information

Display Options

FEX Basic

FEX Extended
Filesystem Record
Metadata

Highlighted:

001.JPG

iPhone 6 001.JPG

my new stuff 001, PG
001.JPG

Highlighted File Information

FEX Basic: 20013T02 - Dell Laptop.E0l%Partition @ 20£343\Root\$Recycle. Bin\5-1-5-21-507552:
Filename 00l .jpg

Path 2001JT02 - Dell Laptop.E0l\Partition @ 20&£848%
RAccessed 04-May-1€ 2 EM
Modified 04-May-1€ 2 mM
Created 04-May-1€ 2 EM
Sector Start 211320

Logical Size ag, 887

Physical Size 80,112

FEX Extended: 2001JT02 - Dell Laptop.E0l\Partition @ 20€243\Root\jRecycle . Bin\5-1-5-21-5075952:
Attributes  m————————— a—-——==
Bates # 853¢4

BIAS Time a

Boockmarked Ho

Byte Start 102155240

Data Size 80,112

Directory Lewvel 7

Extension jpg

Extension Mismatch Ho

File Category Graphics

File Signature JB=

Flags a

Initialized Size ag, 887

Intact Size a

Isklternate Ho

IsChecked Ho

IsCompressed No

IsDeleted Ho

IsDevice Ho

IsDirectory No

IsEncrypted No

IsFreeSpace No

IsSystem No

Mrdd Fiad Dacned FA-Tiar—T& 11-012-23 M
£

Copy To Clipboard Bookmark Close
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8.14 FILE EXTENT

The default location for File Extent view is the bottom data view window, accessed via the File Extent tab:

=| File Extent
The File Extent view identifies the location of the highlighted item on the disk. It details the start, end, and length
of each data run for the item, giving the relevant sector, byte and cluster location.

The file shown in Figure 122 below is a fragmented file with three data runs:

Figure 122: File Extent data view

File Extent b
Run Start Sector End Sector Length Start Byte
1 11,205 13,468 2,264 5,736,960
2 34,313 51,324 16,512 17,824,255
3 58,357 4 064,444 4,006,088 29,878,754
' m | P
Bp% 512 EpB: 4096 Preview' FAT32-Photos.E0L\Partition @ 63 [MO I

BpS: Bytes per Sector

BpB: Bytes per Block (cluster).

Using the information displayed in the File Extent view it is possible to switch to Disk view and quickly locate the
start or end sector of each data run.
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8.15 PERMISSIONS

Each user account on a Windows NTFS formatted computer is assigned a unique number called a security
identifier (SID). Actions that take place on the computer can be associated with a specific SID. In more detail:

“In the context of the Microsoft Windows NT line of operating systems, a Security Identifier (commonly
abbreviated SID) is a unique, immutable identifier of a user, user group, or other security principal. A
security principal has a single SID for life (in a given domain), and all properties of the principal, including
its name, are associated with the SID. This design allows a principal to be renamed (for example, from
"Jane Smith" to "Jane Jones") without affecting the security attributes of objects that refer to the
principal.” https.//en.wikipedia.org/wiki/Security ldentifier, accessed 20 April 2020.

There is a large volume of computer forensics literature relating to the use of a SID to track user behaviors,
particularly in relation to identifying a user-account responsible for deleting files found in the Windows Recycle

Bin.

In Forensic Explorer, to identify the SID associated with a file on an NTFS file system:

1.

2.

3.

In the File System module, click on the file in question.

Switch to the Permissions tab in the bottom data views.

The User SID and Group SID is displayed in the information window, as shown in Figure 123 below (the
abbreviated User SID for Marijuana_2011.jpg is 1000):

Figure 123, Permissions

[ File List Gallery View Video View [, Disk View &% Category Graph

%3 = (ﬁ_ﬁ'l"-"larijuana_lﬂll.jpg J(f~_£'jpg J1_5 Classificatior |18/ Flags
Filename Extension Classification Flags

O] 1 & Marijuana_2011.jpg ipg

£

1 of 197754 Visible [446 KB] 1 Highlighted [446 KB] 0 Checked [0 bytes] 2001JT02 - Dell Laptop.ED
I ———————

Mame D Property

User SID 5-1-5-21-507952373-705505546-3123652967-1000

Group S5ID 5-1-5-21-507952373-A05505546-3123652967-513 Domain Users

Discretionary ACL
-Basic ACE 5-1-5-80-2375682873-768044350-3534595160-1005545. ..
-Basic ACE 5-1-5-18 Local System
-Basic ACE 5-1-5-32-5%4 Administrators
-Basic ACE 5-1-5-21-507952373-705505546-3123652967-1000

PO0TOZ - Dell Laptop.E01\Partition @ 206848\Root\Users'\John Thomas Hamilten'\Pictures\iCloud Pho
B Hex |= Text |= Info Bookmark .. Byte Plot |__| Display | = permizsionz | 1= Filesyste
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8.15.1 ASSOCIATING A SID TO A USER ACCOUNT

The process of connecting a SID to a specific user account name involves examining data in the Windows
Registry.

éTHE FORENSIC EXPLORER TRIAGE REPORT

In Forensic Explorer if a Triage has been run (see 18.3.1):
Figure 124, Running a Triage.

©

Triage

.2 Triage and Bookmark (MAC, Windows)
|
File Systermn (MAC, Windows)

The SID/User Account association is made in the Reports module, Triage report, in the section titled User
Accounts (SAM parsed data). In the example shown below information parsed from the Windows SAM registry
file identifies that User ID 1000 is associated with the account of John Thomas Hamilton:

Figure 125, Extract from the Triage Report, User Accounts (SAM parsed data)

User Name: John Thomas Hamilton

User ID: 1000 (503EE)

Aocount Created: 14-Jan-2015 21:55:06 [UTC]
Aocount Last Modified: 289-Dec—-2019 21:47:11 [UTC]
Bocount Expires: [{Hever}

Boccount Type: (50000)

Account Status: Password not reguired

Normal user account
Password does not expire

Number Logins: 100

Last Login: 29-Dec-2019 21:47:04 [UTC]
Password Last Set: 289-Dec—-2019 21:47:04 [UTC]
Password Hint: 0tBilbol2 34

Last Password Fail: 28-Dec—-2019 21:45:27 [uUTC]
Invalid Password Count: 0

Country Code: 0 (Default)

Source: 2001JT0Z - Dell Laptop.E0l\Partition @
206848 \Root\Windows\System32\config\SAM\SEM\ Domains\Rccount\Users\00000 3E8

PROFILEIMAGEPATH - SOFTWARE HIVE REGISTRY KEY

A manual method of linking a SID with a user account is by examining the values of the
HKLM\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\ProfileList registry key. For a more detail on this
process see:

e International Journal of Network Security & Its Applications (IJNSA), Vol.4, No.2, March 2012, DOI :
10.5121/ijnsa.2012.4209 121, FORENSIC ANALYSIS OF WINDOWS REGISTRY AGAINST INTRUSION, 5.3.
Forensic Evidence from Security Identifiers, Haoyang Xie, Keyu Jiang, Xiaohong Yuan, Hongbiao Zeng;
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e  Mastering Windows Network Forensics and Investigation, Steven Anson, Steve Bunting, John Wiley &
Sons, 2 Apr 2007, page 234, Registry Evidence.

To examine the Profile ProfilelmagePath in Forensic Explorer:

1. Inthe File System module, locate the ...\Windows\System32\Config\SOFTWARE registry file.

2. Right click and select Send to Module > Registry from the drop-down menu to send this file to the

Registry module.

3. Inthe Registry module, filter for the SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProfileList\

registry key.

4. Identify the SID in question and then examine the data in the ProfilelmagePath subkey. The Key Data
will list the path to the user’s profile and display the username, as shown in Figure 126 below:

Figure 126, ProfilelmagePath registry key

L] Registry Tree EY 8 registry List
Filter: [ L] No Fiter ~| BE (42 profiemage )isl Fags AZ¥ KeyType
o 227 profileimage ) g

= [B(m] i Profilelist (11) - Key Name Flags Key Type Key Data
gg 5-1-5-18 (5) = 1 ab) proflelmagePath REG_EXPAND_SZ Ysystemroot\system32\configisystemprofl
=0 5-1-5-19 (4) O 2 k) ProfilemagePath REG_EXPAND_5Z C:\Windows\ServiceProfiles\LocalService
del 5-1-5-20 (4) ] 3 ab] ProflelmagePath REG_EXPAND_5Z C:\Windows\ServiceProfiles\NetworkService
B0 e R 3 gt g (] 4 ab) ProfilelmagePath REG_EXPAND_SZ C:\Users\John Thomas Hamilton

5-1-5-21-507952373-705505546-3123652967-1003 {8) id) 5 aﬂ ProfilelmagePath REG_EXPAND_SZ C:\Wsers\UpdatusUser

B[] [ 5-1-5-21-507952373-705505546-3123652967-1005 (9) =l £ abl ProfleTmanspath RFG FYPAND 57 W lemrelMary Thamas

| 2 <

# Rg 6 of 51 Visible [394 bytes] 1 Highlighted [60 bytes] 1 Checked [60 bytes] Sent from 2001JT02 - Dell Laptop EOT\SOFTWARE!
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9.1 WORKING WITH DATA

Forensic Explorer modules and data views share common functions used to view, analyze, and manage case
content. These functions are either performed directly within the view, or are access by a right-click menu, as
shown Figure 127 below:

Figure 127: Right-click menu in the File System list view

Add Bookmark...

Open
Open with...
Determine file signature

Expand compound file(s)

Export... r
Hash...

ClamAY scan...

Send to module r
Classify r
Columns k
Sorting r
Flags r
Date Filter Tool

" Column Filter Tool

Explorer Tool

Copy row(s) to Clipboard
|._|j Copy cell

9.2 HIGHLIGHTED AND CHECKED ITEMS

In Forensic Explorer actions are performed on “items”. An item is an addressable piece of data. An item can be
a device (e.g., physical drive, logical drive, or image file), a file, folder, partition, metadata entry, FAT, MFT, VBR,
MBR, unallocated clusters, directory entry, or other such data.

To perform an action on an item it is usually either first “highlighted” or “checked” (or both). An action on a
highlighted file is independent of an action on a checked file.

A highlighted item is one that has been selected with the mouse and the item has changed color. It is possible
to highlight one or more items.

To highlight multiple consecutive items:

1. Highlight the first file with the mouse and then press and hold the Shift key.
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2.  While holding the Shift key down click the last file. This will highlight all the files in between the first
and last file.

To highlight multiple not consecutive items:
1. Highlight the first required file with the mouse and then hold the Ctrl key.

2. While holding down the Ctrl key, highlight each of the other required files.

Figure 128: Highlighted items

[] File List Gallery View | Disk View @ Category Graph
2= A2 Filename #-Z¥ Ext A2
Filename Extension Flags Path
] 19 ® African Elephant.jpg ipg Fal
] 20 & Buffalo.jpg ipg FAT
| 21 ) _unny.jpg ipg FAT
] 22 %) Koala.JPG PG Fal
23 ¥ pigs.ipg jpa FAl
] 24 ‘.rﬂ redpanda.jpg ipa Fal
] 25 O .. . Fal
£
62 of 62 Visible [9.71 GE] 1 Highlighted [691 KB] 1 Checked [691 KB] FAT32-Photos.ED1\Pa

The information bar at the bottom of the list view identifies the number of visible, highlighted and checked items
in the File List.

9.2.2 HIGHLIGHT ITEM IN MOULE

In certain modules (Bookmarks, Keyword Search, Index) there is a right-click menu option to Highlight Item in
Module. The purpose of this it to take the user back to the item in the source module. For example:

In the Bookmarks module:
1. Highlight a bookmarked item.

2. Right-click and select Highlight Item in Module from the drop-down menu.
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Figure 129: Bookmark module right-click Highlight Item in Module

[##] Bookmarked Items List Gallery View Video View
i = | (Az* Filename AZ¥ E
Filename Extensig

| 1 M lowerball PG PG
-l 2 # lowerball2. PG PG
™ 3 #l| NOSEGEAR.IPG PG
] 4 # rapIO. PG PG
el 5 # starting1.JPG IFG
| & W starting2.PG IFG
™| 7 #A startir == a6
™ g ﬂ starti E Add Bockmark... G
-l 9 tm TAILG Edit Bookmark comment... £}
[ 10 ) Tanc Delete Bockmark/s G
| 11 ) Tanc G
] 12 # upper @ Open G
% 13 ﬁ WAST Open with.., G

14 1.IPG . G &1
W s A w09 Determine file signature -
] 15 ﬂ 11,1 Highlight Item in Module e

| Y I

Forensic Explorer with then jump to the File System module (the source module of the bookmark) and
highlight this item.

NOTE: There may be a situation where the source module has a branch plate or filter which excludes the
subject item from view. If this is the case the following message will appear:

Item not found. Remove branch plate and/or filtering and try again.

Resent the branch plate and/or filter and try again.
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Figure 130: Highlight Item in Module

H&-@-e
1T Evidence File System ﬁﬂrtifacts ﬁ Keyword S
a 9 N ¢y o O M

Recover File Mame File Shadow Signature Expand Extract
Folders Search Carve Copy Analysis Files Metadata
Folders Categories [ File List Gallery View
Filter: L[ Bitcoin v | =N = iﬁé‘ AZ¥ Filename
Filename Filename

C+[1 =2 New Case 4 (0) [Local Time]

Forensic Explorer v5.4 et

[tem not found.
Remowve branch plate and/er filtering and try again.

9.2.3 CHECKED ITEMS

A checked item is one which has been a tick in its selection box:

User checked item;

[®] A folder in which not all items inside that folder (or its sub-folders) have been
checked.

To check an individual item, use the mouse to place a tick in the selection box.
To check multiple items:
1. Follow the instructions above to highlight multiple files.

2. Then press the Space Bar to turn the check ticks on, or off.

 COUNTING CHECKED ITEMS

It is useful in many situations to quickly identify how many items are currently checked. This information is
provided in the status bar of a Folders view, as shown in Figure 131 below:
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Figure 131: Checked item count in Folders view.

Folders
Filter: | - |

= O ] & Preview (1) ]

=k ] Lexar 7GB USE E0L.E01 (3) [Local Time]
= > W] = Partition @ 63 (7) [0
C: ] [ Orphaned (12)
= O W] [ Root (28)
2 O[O $Extend (4)
= OO sRmMetadata (4)
- DO st ) (s
O $Txflog (5)
- [ [ s0th Birthday Cake (7)
&0 ®] [ | Aircraft Photos (8)
~ DO B24(39)
B [ ]| Bomber (51} =

Checked 43 of 887

9.3 BOOKMARKS (ADD OR EDIT)

Forensic Explorer enables any item (file, folder, keyword, search hit etc.), or sections of items, to be marked and
listed in the Bookmarks module. Bookmarks are used to note items of interest. Bookmarked items in a list view
can be identified by a “yes” entry in the “Bookmarked” column.

To add a bookmark:
e Right-click in the data view and select Add Bookmark from the drop-down menu.

This will open the Add Bookmark window. See Chapter 17 - Bookmarks Module, for more information on adding
and editing bookmarks.

9.4 COLUMNS

To add columns or remove columns in a list view:

1. Right click on the List view and select Columns > Edit Columns from the drop-down menu. The Column

Headers window will open.
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Figure 132: Column Headers

ﬂ Column Headers

*

Available: Current Columns: (in order)
AZ¥  Available Fields AZY  Available Fields

Module Fields 1| Filename
E Attributes 11| Extension
| Base Bates # o] Path
E Baze Filename E Logical Size
E Baze Path E Physical Size
3] B1AS Time J— 2] Modified
E Bookmarked . B Created
E Byte Start Add > E Accessed
a| Classification E Bookmark Folder
u| Data Level E Bates #
u| Data Size
E Deleted
E Directary Level
E Duplicates
M= - . . -

Faormat... Move Up Mave Down

Default Custom Cancel

Add available columns to the current columns and Move Up or Move Down for the required position

(position can also be controlled by dragging and dropping column titles once they are added). Remove
unwanted columns with the remove button.

3. Default: Returns to the default column selection (shown above).
4. Custom: Enables the user to save custom column layouts.

a. Change Current Columns to the require layout.

b. Inthe Column Headers window select Custom > Save...

c. Enter the name for the Custom Columns:

Figure 133: Create custom columns.

Mew Custom Mame >

New Custom Name Filename + Extension|

Cancel

Custom column layouts are saved as XML files in the following folder:
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\Documents\Forensic Explorer v5\Startup\Custom Columns\FileSystem-Filename +
Extension.xml

Custom columns are specific to each module and are automatically prefixed with the module name.
5. Custom columns are accessed from:

a. The Custom button:

Figure 134: Access custom columns.

Save..

Filename + Extension

b. The right-click File List menu:

Figure 135: Access custom columns.

(7] File List Gallery View Video View || Disk View Category Graph
=]
9= ﬁ}' AZ¥ Filename AZ¥ Eyt ||[AZ¥ Path
Filename Futension Path
[T] Edit Columns...
Custom Default
] Autofit Column Filenarme + Extension
B Autofit &l Columns

Clear columns:

1. Columns that have been populated by a user driven process such as Extract Metadata, Skin Tone, etc.
can be cleared:

e Right-click on the column header and select Clear Column from the menu. The clear process will
be applied to that column only. Or,

e Inthe File System module, select Tools > Clear Columns. Select the columns to be cleared in the
GUIl and run.

9.5 OPEN AND OPEN WITH

The Open and Open With command uses the standard Windows Open With function to open a file from a list
view using an external application (such as Windows Paint, or Microsoft Word) using the standard Windows. To
use Open With:

1. Highlight the required file.
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2. Right-click and select Open With from the text menu.

If the highlighted file is not already associated with a program, the Windows Open With window will display and
allow the file type to be associated.

The file to be opened is copied to the case “Temp” folder: “\My Documents\Forensic Explorer\Cases\[Case
Name]\Temp\” and then opened by the external application.

9.6 EXPAND COMPOUND FILE

A compound file is a file that is a container for other files or data. A simple example is ZIP compressed file.

An investigator should be selective about the compound files that are expanded. Expanding all compound files
could rapidly increase the volume of data in a case.

Typically, user-created compound files should be expanded early in a case to enable Forensic Explorer full access
to the content. This should be performed prior to a keyword or index search so that they may include the
expanded data.

There are two ways to expand compound files:
1. Using the Expand Files toolbar button.

2. Using the right-click, expand files menu option.

9.6.1 TO EXPAND COMPOUND FILES:

. TOOLBAR BUTTON

To expand files using the toolbar button, click the button:

Figure 136: File System toolbar, Expand Compound Files

e

_

Expand
Files

The following options window shown in Figure 137 below:
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Figure 137: Expand Compound Files

B Compound File Expansion Options — O >

Source
O searchable items (736251 items 92,46 GB)

Checked items (0 items 0 bytes)

0 simple () advanced
Common Documents Other
[]7zIP [ Jooc, xLs, PPT [ IMAC F3Events
[P [ |DoCy, PPTX, XLSX [C]zIP (Other) | ?
[_IrRAR || Open Office OOT
[CITar [_|FoF
[ | Thumbs
[~ Jruaiz
Video Frames
[ video
Key Frames
Time sliced: &0 =
Divided: 10 =
Options

B run Signature Analysis on Expanded Content

Logaing: Mormal e Priarity: Mormal o

RIGHT-CLICK MENU
To expand an individual compound file using right click:
1. Highlight the file in the list view.
2. Right-click and select Expand compound file(s) from the drop-down menu.

7-Zip files are now decompressed into individual Logical Evidence files (LO1) and exported to the Cases\[Case
Name]\Expanded folder (this process is seamless to the user). Each LO1 is identified by the Bates number of the
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originating file. Reading expanded content from LO1 considerably speeds up random access to compound data
in Forensic Explorer.

Once a compound file has been expanded the file icon changes to a container which holds the expanded content
(like a folder). For example:

. B “HLA_IT_University_HI-RES_Photos_EXTERIORS.ZIP” is the original file.

. L; “HLA_IT_University_HI-RES_Photos_EXTERIORS.ZIP” is the container for the expanded content.

To display only expanded files in the File System module:
e Inthe File System module Folders Filter, select the required filter, for example:
a. Expanded: Displays all expanded files.
b. Jump List (Windows): Shows expanded MS Jump List files.
c¢. Thumbs.db: Shows expanded Thumbs.db files; etc.

Important: Applying a Folders Filter during the expand process will slow the process due to multiple GUI
refresh. It is recommended that the Folders Filter be turned off prior to the expand process.

9.7 EXPORT

The export Folders and Files function is used to copy files from the case to the local disk.
To export folders and files:

1. Highlight or check the required items.

2. Right click and select “Export > Folders and files...” from the drop-down menu.

3. The following Export Files window will then open.
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Figure 138: Export files window

Export Files Options - O x
Process Mame:
|

Source

(®) Highlighted items (3 items 126 KE)

Checked items (0 itemsz 0 bytes)

Advanced options:
[Jindude file sladk

Destination
(®) Separate files
i) Single merged file
keep folder structure
Include empty folders
[Jstart path from: "en-US" (Highlighted Tree Item)
Keep file date/times
[] add Bates ID to flename | Prefix w

[ split large files into 1024 kB files

Destination Folder:

|C: \Wsers\graha\Documents\Forensic Explorer v5\CasesMew Case 1'\Exported), = |

Logging: | Mormal ~ Priority: | Mormal ~

Source:
e  Files can be exported with their logical or physical size.
Include File Slack

e File Slack is the unused space in the last cluster of a file where the logical size of the file does not
fill the complete cluster. The file slack can contain fragments of old data previously stored in that
cluster that may not relate to the actual file being exported.

Destination:
e Separate files: The exported files may be saved individually or as a single merged file.

e Keep folder structure: Will determine whether the exported files are saved with their full path
structure. If not checked all files will be written directly into the export folder.

o Include Empty Folders: Includes empty folders with the export.
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o  Start path from: This option is active when the right-click: Export > Folders and files is run
from the folder tree. Selecting this option will start the save path from a selected folder. For
example, when the right-click is executed on the Cat Pictures folder:

[Case Name]\Partition @ 2048\Root\My Pictures\Cat Pictures\cat_picl.jpg
[Case Name]\Partition @ 2048\Root\My Pictures\Cat Pictures\cat_pic2.jpg

the export path will start from ‘Cat Pictures’.

e Keep date/times: Specifies whether the date and times of the exported files will retain their
metadata as displayed by Forensic Explorer, or whether dates and times will reflect the creation of
the exported files.

e Split large files: large files can be split into designated sizes.

e Destination folder: The destination folder specifies the location where the files will be saved. The
default location is the “Exported” folder in the case path.

EXPORT FOLDERS AND FILES USING A SCRIPT

One of the default scripts provided with Forensic Explorer is Scripts\File System\Export File Types.pas. This
script will export files by type (extension) and can be edited as required. For more information about scripts, see
Chapter 19 - Scripts Module.

9.7.2 EXPORT LOGICAL EVIDENCE FILE (.LO1)

A Logical Evidence File (LEF) is a forensic image containing selected individual files, rather than the image of an
entire partition or physical device. LEF’s are usually created when:

1. A device is previewed, and evidence worthy of preservation is identified, but an image of the entire
partition or device is not warranted; or

2.  When a subset of a files from an existing forensic image is be provided to a third party.

Common LEF formats are .LO1 (Guidance Software - www.guidancesoftware.com) and .AD1 (Access Data -

www.accessdata.com). Forensic Explorer will read both LO1 and AD1 formats and can export files to .LO1 format.

To export files to an .LO1 file:
1. Select or highlight the required file/s.

2. Right click and select Export > Logical evidence file (.L01) from the drop-down menu. The following
window will appear:
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Figure 139: Export to Logical Evidence File (.L01)

[ E Export Files to LO1 Options - O *

Process Mame:

| Export Files to LO1

Source
O Highlighted items (22 items 344 KE)

Checked items (0 items 0 bytes)

Advanced options:
[ Indude file slack
[_|Folder data {FAT Folder Records; Empty Folders, Expanded)

Destination

Case Mame: TestCase 1

Evidence Mumber:

Unigue Description:

Examiner: GetData Forensics

Motes:
Image type: Encase® (*.L01) ~  File Segment Size (MB): 2000
File Entry Hashes Compression
@ vos () Mone
© Good (Smaller but slower)
() Best (Smallest and slowest)
! [(Juse 05 safe filenames !

Start path from: Unavailable - Mo Highlighted Tree Item

Destination Folder:

C:\Users'graha\Documents'\Forensic Explorer w5\Cases\Test Case 1'Expaorted’, =

Destination File:

ExportFiles.L01 =

Logging: Mormal e Priority:  Mormal e

Include file slack: File Slack is the unused space in the last cluster of a file where the logical size of the
file does not fill the complete cluster. The file slack can contain fragments of old data previously stored
in that cluster that may not relate to the actual file being exported.

Folder data: If selected, the folder is treated as a file and its content included in the image. This may
not be desirable, as the folder data can contain information about other files that have not been
selected to be part of the LO1 content. If this option is disabled, the image will contain only the folder
name.
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File Entry Hashes: MD5: If selected, an MD5 is calculated for each file and stored within the LO1. At a
future time, a new hash of the file in the LO1 can be compared to the acquisition hash to determine that
the data has not changed.

Compression: Sets the level of compression for the image file.

Use OS safe filenames: This option is used to ensure that filenames within the LO1 are safe in cross-
platform use (e.g., Linux to Windows). When this option is checked:

e Characters: #0 .. #31, "', '\', '/, 2", '>', '<', "*', '|", """ are replaced by space.
e Blank spaces at the end of filenames are trimmed.

Start path from: This option allows for the shortening of the file path within the LO1. The option is only
available from the right-click menu in the Folder tree. In the example below, the Helicopters folder is
selected in the tree:

Figure 140: Start path from

e ETTTENTe T

[ uge 05 safe filenames
B start path from: "Helicopters™ (Highlighted Tree Ttem)

Destination Folder:

C:Wsersigraha\Documents\Forensic Explorer v5YCases Test Case 1'Exported),

Destination File;

helicopters|L01

The root folder of the LO1 is the selected folder:

Figure 141: Start path from (root folder)

Folders Categories [F7] File List Gallery View Videq
Filter: . Mo Filter W 8}- = f ALY Filename
Filename i Filename
B0 1) Local Time] B ] 1 & air-ambulance-at-broomf
IJ:'I—DD (1) ool [ 2 h] airborne-division-howitzg
I—|E‘>|:| Helicopters (22) ] 3 h] all-hands-on-deck-1.JPG
- 4 | bajo-fuegos-1.JPG
- 5§ CH-1.JPG
- & ®| COBRA-26.JFG

VALIDATING .LO1 FILES
To validate an .LO1 files in Forensic Explorer

1. Add the .LO1 file to a case, or a preview:
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Add the File Acquisition Hash (MD5) column to the list view of the File System module (refer to

paragraph 9.4 for information on adding a column). This column shows the MD5 hashes created at the

time of acquisition and stored within the .LO1 file.

Use the Hash Files button to calculate the current MD5 hash for each file:

Figure 142: Hash Files button in the File System module toolbar

Hash
Files

Compare the Hash (MD5) to the File Acquisition Hash (MD5). The acquisition hash and the recalculated
hash should be identical, as shown in

Figure 143: Comparing Hash (MD5) to File Acquisition Hash (MD5) in a LO1

e
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i 1| ®| air-ambulance-at-broomfield-,., | d1868cibea2Seads003f04a631d94.,., | d1863cibealS6ad5003f04a631da4, .
i 2 | ®| airborne-division-howitzer-1.... | 00dsbbbef2atc720def64d51ea968... | 00dsbbbcf2a6c720defa4d5 122963, .
D 3 1‘.] all-hands-on-dedk-1. PG ba07f2913f5601f1232df45041bf 778 b&07f2913f56c1f1232df45041bf 778
D 4 1‘.1 bajo-fuegos-1.IPG h415995h425a83095cF7ch3573cae56 | th41599%b42aa53095cf Fcha573cae56
D 5 1‘.1 CH-1.2PG ac68bb9639b7b519e762812d99063...  ace8bb9639b7h515e762812d99063. ..
D ] 1‘.1 COBRA-26.IPG 8e3bc05781423a3d355ce83b7ebi2. .. | Be3bc057814e3a3d3550e83b ebb. ..
i 7 1—.1 EH-1.JPG ca33568833cb536b7faB3fBoeclcbecada | ca3368833ch536b7faB3fBoclctecada
|:| 3 1‘.1 eurocopter-ec-1.JPG 328529da2e625b427fd43e645f506.,. | 32e529dalet25b427fd43e645f506. ..
|:| g 1‘.1 helicopter-bell-w-1. PG a3b561115cd07342be05954b0dd 15...  a3b561115cd07342be95954b0dd 15. ..
=] 10 1—.1 helicopter-ecureuil-as-1.JPG 8672de7362749f5b4c8a49fce9852,.. | 8672de7362740f5b4c8a49fce9852. ..
D 11 1‘.1 helicopter-hh-1.JPG 742d7504e9670bebab5186df2cc70... | 742d7504e9670bebab5186df 2070, .
=] 12 ‘r.] helicopterdanding-1. PG 615e4fab08c72315ccafoa18de9de356 | 615e4fab08c72315ccafta 18de9de 356
D 13 111 helicopter-mi-1. JPG 0fb7a4caff2074d3%beb7846c07a991b | OfbFadcaff2074d39beb 7846007299 1b
=] 14 1‘.1 helicopters-mh-1. PG 1a128dba8b02b36c36f37544bbfaa... | 1a128dboab02b36c36f37544bb aa. ..
|:| 15 ‘Fu] helicopters-mi-1. PG 75208903e216ea9777cb46ce4ci3e...  75208903e216ea3777ch46ce4cie. .
D 16 ‘Fu] heli-waterfall-australia-1. PG T21271cd477a1afd6a4403edd 1747... | 721271cd477alafd6a4403edd 1747. ..
D 17 ‘Fu] large-as-ife-1. PG 392ed65ccd756b3a 168050231933, .. 392ed65ccd 756b3a 168050331938, ..
D 18 1‘.] light-helicopter-1. PG ecfa544fcied bsfeff24afof197747d ecfas44fcied bsfeff246f9f 197747d
D 19 1‘.1 MI-1.1PG 095ea7fadeed33b3d 2fdasd5600af. .. 0953 7fad6ed33b3d2fdasd5680af ..
D 20 1‘.1 military-helicopter. JPG 2d5b2401f073d9f726a83219943F1abf  2d5b240 1f073d9f 7262832 19943f 1abf
=] 21 1—.1 puma-helicopter-1. PG 9datce50bagbfc240782fc07bf7b965f | SdascoS0basbfc240782fc0 7bf Thoesf
D 22 1‘.1 tornado-3.JPG 9585e4c1c00 1d5bd0edf 7239449602, . 95832401000 1d5bd06df 723944602, ..
9.7.3 EXPORT DELIMITED ROWS (.CSV OR .TAB)

The export delimited rows function is used to copy list view data into a format suitable for import into a

spreadsheet or similar program.

To export delimited rows:
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1. Highlight or check the required files.
2. Right click and select “Export > Export Rows (tab, csv, html)...” from the drop-down menu.

The following window will appear:

Figure 144: Export delimited rows

B Bxport Rows — O >

Source

(®) Highlighted Items (1 rows)

Chedked Items (0 rows)

Export As
i) Tab delimited {.tab)

(®) Comma delimited {.cav)
(IHTML (html)

Destination File:

|C:‘n,leers‘n,'l.-'eraEDncuments‘n,Fnrensic Explorer v5YCases\Mew Case 37\Exportediexported_rows.csy ﬁ|

Carc

Select the source and whether the file is to be TAB or comma delimited. Enter the name of the destination file
and click OK to proceed with the export. Only currently visible columns will be exported.

9.8 OCR (OPTICAL CHARACTER RECOGNITION)

Optical character recognition (OCR) is the automated conversion of images of typed, handwritten or printed
text into computer text. Once in computer text the content can be keyword searched, indexed, etc.

Forensic Explorer uses the Tesseract Open-Source OCR Engine (https://tesseract-ocr.github.io/).

Important: In Forensic Explorer, OCR operates on graphics files. However, other file types with embedded
graphics (such as PDF, DOC, and DOCX) can also be processed if the files are expanded (right-click, expand
compound files) to expose the internal graphics.

To apply OCR in Forensic Explorer:

1. Select the graphics to be examined. As OCR is a resource intensive process it can be faster to work
with Highlighted or Checked items rather than processing all Searchable items.

2. Inthe File System module > File List > Right-click menu, select OCR:
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Figure 145: File System right-click menu option, OCR (Graphics)

E Add Bookmark...

& Open
Open with...
Determine file signature
Expand compound file(s)
Export... r
Hash...
OCR graphics files...

3. Select the required options in the OCR File Options window:

Figure 146: OCR File Options

OCR Files Options - O X
Source
() searchable iteme (71items 28.3 ME)
Unallocated space

(®) Highlighted iteme (44 items 28.9 ME)

Checdked items (0 items 0 bytes)

Options
OCR Dictionary: |eng b
[ ] Force recalculation of OCR

File Size Range

Minirnum: |EI = | Mb
Maimurm: | 1024 = | Mb (0 = no limit)
Legging: | Marmal L Priority: | Narmal L

OCR Dictionary: Select the required OCR language (English is selected by default).

Support for additional languages is achieved by adding Tesseract .traineddata language files (available
from: https://github.com/tesseract-ocr/tessdata best).
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The required language files are added to the tessdata folder in the Forensic Explorer installation folder.
Once added they will appear in the OCR Dictionary drop-down menu.

Figure 147: Tesseract .traineddata language files (English and Chinese shown).

pws (C:) * Program Files » GetData » Forensic Explorervd » tessdata w ]
Mame Date modified Type Size
D chi_sim_vert.traineddata 15-Feb-2023 12:44 PM TRAIMEDDATA File 12,772 KB
D chi_tra_vert.traineddata 15-Feb-2023 12:44 PM TRAIMEDDATA File 12,682 KB
D eng.traineddata 29-Dec-2020 4:15 PM TRAIMEDDATA File 4017 KB
D osd.traineddata 29-Dec-2020 4:15 PM TRAIMEDDATA File 10,316 KB

If a graphic contains OCR text, then:
e An alternate data stream is created as a child of the file.
e The alternate data stream has the same name as the parent with ~OCR appended.

IMPORTANT: ~OCR results are added to the Forensic Explorer GUI. If a branch plate is active, it will be
necessary to re-branch plate to see then newly added ~OCR files.

An example of Forensic Explorer OCR output is shown in Figure 148 and Figure 149 below:

Figure 148: A graphic file to which OCR has been applied.

Folders Categories / [E] File List Gallery View Video View () Disk View @9 Category Graph
Filter: I:_T OCR and Parent 4~ v | = Mi5= AZ Filename AZ Exte AZ
B g New Case 4 (0) [Local Time] Filename Extension File Signature|
=B [} 20013702 - Dell Laptop.E01 (0) [Local Time] 1 & azdriverlicense-standard-5a70ed4d43a1030037b292c8.3pg g »G
=-B>[] = Partition @ 206848 (0) Z:‘;I—D [ azdriverlicense-standard-5270ed4d43a1030037b292¢8.jpg~OCR ipg Text
=B = Root (0) [0 2 & azdriverlicense-standard-5a70ed4d43a10300 irg PG
E-B[] [ Users (0) LA B azdriverlicense-standard-5a70ed4d43a1 3 ipg Text
E-B>[] [/ John Thomas Hamilton (0)
B[] AppData (0) < 2
®[] | Pictures (1) 4 of 4 Visible [226 KB] 1 Highlighted [113 KB] 0 Checked [0 bytes] 2001JT02 - Dell Laptop.EQ1\Partition @ 2

04-&.1101441 DRIVER LICENSE  USA

NOT FOR FEDERAL IDENTIFICATION

e
it «owv D08954142
RESTNONE » DoB 01/01/1974

. SAMPLE

. JELANI m

% 123 MAIN ST > <
PHOENIX, AZ 85007 X

wexe 01/01/2039 . 55 03/01/2016

15 SEX M 12 EYES BRO
D s HR oRO VETERAN

17 WGT 1851b 01 I°1I74

DONORY

(‘KMM Jer .
| 5 DD 9001A9691S1427J4

2001JT02 - Dell Laptop.E01\Partition @ 206848\Root\Users\John Thomas Hamilton\Pictures\azdriverlicense-stanc
i Hex =i Text = Info @Boo... Lw/Byte... |ED) Display | = Files... |=|File... [ =|File... [=lPer...

0 of 199905 Checked [0 bytes]
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Figure 149: The resulting [filename}~.jpg~OCR output

Folders Categories [E7] File List Gallery View Video View (| Disk View @) Category Graph
Filter: |£|' OCR and Parent v | = l@ = A2 Filename A2l Exte [AZ
B[] S Mew Case 4 (0) [Local Time] Filename Extension  File Signature|
=-E>[] [ 2001702 - Dell Laptop.E01 (1) [Local Time] 1 i azdriverlicense-standard-5a70ed4d43a1030037b292c8.jpg ipg PG
15-B>[] = Partition @ 205848 (0) 1 [2) azdriverlicense-standard-5a70ed4d43a1030037b292c8. jpg~OCR. ipa Text
BB [] [ Root (1) 2 i azdriverlicense-standard-5a70ed4d43a1030037b292c8[1].jpg ipg PG
E’!—DD 2] Users (0) I—|:| 2 azdriverlicense-standard-5a70ed4d43a 1030037b292¢8[1].jpg~OCR ira Text
E—DD [ John Thomas Hamilton (0)
B Appata 0) ¢ i
B[] | Pictures (1) 4 of 4Visible [226 KB] 1 Highlighted [343 bytes] 0 Checked [0 bytes] 2001JT02 - Dell Laptop.E01\Partition €

CPuzona DRIVER LICENSE USA

NCT FOR FEDERAL IDENTIFICATICH
2 CLASSD a Btn DOBS54142

2 RESTNCNE —>.-: 008 01/01/1974
1 SZMPLE

> JELANI

8 123: MAIN 5T
PHOENIX, AZ 85007

a ExP 01/01/2039 a 1ss 03/01/2016 _

a) 15 SEX M *EYESBRO VETERALN
3 le HGT 5'-08" 15 HAIR BRO

17 WGT 185 Ib 01/01/74

DONOR @
T o
2001JT02 - Dell Laptop.E0T\Partition @ 206848\Root\Users\John Thomas Hamilton\Pictures\azdriverlicense-stant
[ Hex = Text |=|Info EE Boo... |.|Byte.. @Display =Files... | =|File... |=[Fle... =|Per..

0 of 199905 Checked [0 bytes]

9.9 SEND TO MODULE

Send to Module is a method of passing specific files from one module to another. For example, a Windows

registry file can be highlighted in the list view of the File System module and passed to the Registry module for
processing (see 16.2 for more information).

9.10 SORTING

Sorting is conducted in a List view where the attributes of a file, email, Bookmark, keyword search etc. are
displayed in the relevant columns.

To sort by a single column:

1. Double click on the column heading, e.g., “Filename”. An arrow will appear showing the direction of
the sort.

2. Double click again on the column heading to reverse the sort:

Figure 150: Single column sort

Filename W

The same single column sort result can be achieved by right clicking on the column and in the drop-down
menu select “Sort Ascending [column name]” or “Sort Descending [column name]”.
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Ascending column sort is denoted by an upward arrow:
To sort by multiple columns using the SHIFT key:

1. Double click on the first column heading, e.g., “Filename”.

2. Hold down the SHIFT key on the keyboard.

3. Double click on the second column heading, e.g. A “1” will appear for “Filename” and “Path” a “2” to

indicate that it is the second column in the sort.

4. Continue to add columns to the sort by following steps 2 to 3 above. (Maximum of 5 columns)

Figure 151: Sort multiple columns by Filename, then Full Path, then Logical Size

Filename 1 path a2 Logical Size 22 Extension Clag]
__________ DEMO 7.E01\Root\Aircraft Photos'H. .. 3,854 PG
Add Bookmark... s o
ds... 152
Open =Y. 553,804 IPG
Open with... =0 298,272 LOG
= I 2,048
£ Lost Determine file signature Cakel 5,341,184 ipg
1—.1 LostF Expand compound file(s) Cakel, 5,405,720 ijpg
& LostF Export... » |Cakel 5,210,112 jpg
& LostF T Cake', 4,849,664 jpg
] Lost ashe Cake\ 5,308,416 jpg
& LostF ClamAY scan... Cake', 5,396,544 jpg
& LostF Send to module b |cakel 5,177,344 ipg
&) lower Classify v 5B 52,585 PG
&) lower 1. 57,136 PG
& man Colurmns ¥ jtos) 4,028 PG
& man. Sorting Sort Ascending [Filename]
& McDe o
Men Flags L4 Sort Descending [Filename]
() Men Date Filter Tool Remove Sorts
ml Mes | Col Filter Tool Sort Multi Col
D MID - olumn Filter Too ort Multi Column...
"_'1 milita Explorer Tool Persistent Sort
3.

A multi column sort can also be achieved by right clicking within the column on a filename:

1. Select the “Sorting > Sort Multi Column...” menu item, shown below:
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Figure 152: Multi column selection window

Sort Column Selection n
Visible Columns: Sort Columns (Max 5): (in order)
Checked * Filename
Extension & Path
Classification Add - 4 Logical Si
Flags ogical Size
Attributes <- Remove
Initialized Size
Physical Size
Madified
Created
Accessed
Bookmark Fal... Move Up Maove Down
Bates #
Hash (MD5) Column Sort Order
Ascending
Descending
Help oK Cancel

Visible columns are shown in the left-hand window:

1. Select the required sort columns.

2. Add the required sort columns to the right-hand window.

3. Use the “Move Up” and “Move Down” buttons to set the order on which to sort the columns.

4. Choose Column Sort Order of “Ascending” or “Descending”.

5. Click the “OK” button to apply the sort.

Persistent Sort:

e A persistent sort (right-click > Sorting > Persistent Sort) maintains the current sort when switching
between data views.

To remove a multi column sort:
e Release the SHIFT key and double click on a column heading to return to a single column sort.
To remove all sorting,

e Right click and from the drop-down menu select “Sorting > Remove Sorts”.
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9.11 FLAGS

In Forensic Explorer, a flag is a colored box applied in a List view in the “Flag” column to mark a file. Eight colored
flags are available for use. A single item can be flagged one or more times. Flagged files are shown in Figure 153
below:

Figure 153: Flagged items

File List -
Filename & Flags Ext... Ful Path
O O Preview'\FAT32-Photos.EO1\Par
O 0. Preview'\FAT32-Photos.EO1\Par
O [£ canyon.JrG [ | JPG Preview'\FAT32-Photos.E01\Pard
[0 |2 Desert.JrG [ | JPG  Preview\FAT32-Photos.E01\Part
O [ waterfal. PG [ | [ | JPG  Preview\FAT32-Photos.E01\Part
4 1 | 3
5 of 5 items  PreviewhFAT3Z2-Photos. EOL\Partition @ &3 [MO MARK

To apply a flag:
1. Highlight an item in a List view.

2. Double click the opaque flag color in the flag column (if the flag column is not visible add the column
- see paragraph 9.4 - Columns); or,

Right click and use the “Add Flag” menu to place a selection tick next to the required flags, as shown
in Figure 154 below:

Figure 154: Right click "Flags" menu option.

Columns »

Sorting *

<,

Red Flag

Blue Flag

Gold Flag

Orange Flag

v Green Flag
Pink Flag

v AgquaFlag

Brown Flag

Flags 2

<

Clear ALL Flags
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To apply flags simultaneously to multiple items:

1. In the list view, highlight multiple items by holding down the SHIFT or CTRL key and selecting the
required items with the mouse.

2. Right click and use the Flags menu option.
3. Select the required flags.
To clear flags:
1. Double click on the flag; or
2. Highlight the required items, right click, and use the Flags > Clear Flags menu option; or

3. One of the default scripts provided with Forensic Explorer is “/Scripts/File System/Clear All Flags.pas”,
which will programmatically remove all flags.

Scripting Flags

Flags can also be applied by running Forensic Explorer scripts. See the Chapter 19 - Scripts Module, for more
information.

9.12 FILTERING DATA

The Date Range filter tool is applied to the items displayed in a list view and allows filtering by Created, Modified,
and Accessed dates.

To access the Date Range filter tool:
1. Rightclick on a List view window.
2. From the drop-down menu, select “Date Filter Tool”:

The Date Range filter tool then appears above the List view column headings, as shown in Figure 155 below.
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Figure 155: Date filter tool

B File List -

C‘ql;r’n: Aooessed Date N
=
}I 1 1 1 }
2010 2011 2012 2013
al|= A2 Filename 8| Created B | Accessed
Filename Created Accessed Ba...
|:| | GeoTagged P... 22-0ct-12 12:1L01FPM O5-Mowv-12 11:00:52 AM -
] ~| Root 18-May-12 11:50:42PM  06-Mov-12 11:00:52aM | |
] [Z] Root~($50) 18-May-12 11:50:42 PM  06-Mov-12 11:00:52 AM
] | Mirella Samples  20-Jun-12 12:04: 14 PM 0a-Mov-12 10:59:33 AM
|:| =& FOTO 29-May-12 4:59:39 PM Og-Mowv-12 10:59:28 AM -
4 [ ] | 3
1429 Iterms PreviewtLexar 7TGB USE METLEOL\Partition @ 63%

The applied filter column is displayed in red (e.g., “Accessed”).

To change filter criteria, click on the date icon £ in the Modified, Created, or Access columns and select the
“Show Date Range Tool” for that column.

To apply a date filter:

Select and drag the slide bar pointers at either end of the date range to the required position on the date range
bar. As the date range is narrowed, the filter is applied to the list view. In the example below, the filter is set to
show only files with a date between 2011 and 2012:

Figure 156: Application of date range sliders

= 1 Physical Size 6 Modified
y y |
oy &
" W
2012 2013
Physical 5ize Modified
0 0 14-Mar-12 9:37:06 PM

To modify the time scale, when the magnifying glass with plus sign is displayed (see Figure 156 above) double
click to range drill down the scale (e.g. year to day, day to hour, etc.);

=

To clear the date range filter, click on the icon.

To close the date range filter, click the 22 jcon.

9.12.2 COLUMN FILTER TOOL

The column filter tool is applied in a list view and allows instant text filtering on column data.

A lock has been placed on the ‘X’ icon of the Column Filter Tool to stop accidental removal.
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Additional options of Blank and Not Blank have been added to the drop-down menu. This assists where a column
is not fully populated with data, e.g., metadata.

To access the column filter tool:

1. Right click on a List view window.

2. From the drop-down menu, select “Column Filter Tool”:

3. The text filter then appears above the List view column headings, as shown in Figure 157 below.
To apply a column filter:

1. Type into the filter field above the column heading:
i. %% Requires A-Z characters.

ii. ¥ Requires numbers 1 — 9.
Use >, =, or < symbols to list data greater than, equal to or less than the typed number.

iii. 5. Requires a date format (click for auto selection calendar).
2. Astextis typed into the filed the displayed content updates based upon the typed criteria.
When the filter is applied, the outline of the filter box/s turns red in color, as shown in Figure 157 below.

Figure 157: Column filter tool

[F] File List Gallery View Video View | Disk View

-
=] |\_.-. W l:EltSl J

w53

Filename

Cats
[[] Cats~$I30(330)
[[] Cats~$I30(3A0)
[[] Cats~$I30(380)
Black Cats
Orange Cats
Black Cats~$130(590)
CatsAl10_Baby.JPG
CatsA2_Mary.IPG
CatsA3_Choco,JPG
CatsA4_Kristsji, PG

L e L o

|2, |2, |22, |2, [

[y
=

11

I

To apply multiple column text filters: Enter the filter criteria into the field above each column heading. Multiple
text filters are joined with the “and” operator.

To clear a text filter: Remove the text from the filter.

=

To clear all filters: Press the icon.

To close the text filter, click the 220 jcon.
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To change search options, click the ¥ icon.

Note: The Flag Column is a binary search:

Flags Text Filter Value  Flags shown

=1 Shows column 1 (red)

=2 Shows column 2 (blue)
=4 Shows column 3 (yellow)
=8 Shows column 4 (orange)
=16 Shows column 5 (green)
=32 Shows column 6 (pink)
=64 Shows column 7 (aqua)
=128 Shows column 8 (brown)

Note: If the equals sign is not used then the results will show the specified color and above.
A lock has been placed on the ‘X’ icon of the Column Filter Tool to stop accidental removal.

Additional options of Blank and Not Blank have been added to the drop-down menu. This assists where a column
is not fully populated with data, e.g., metadata.

COLUMN FILTER: SIMPLE

Simple returns the exact text entered:

Figure 158: Text filter search options

& Simple
Simple (AMD, OR, NOT)
MNOT
RegEx
DOS Mask
DOS Mask (AMD, OR, NOT)
Elank
MOT Blank

Exact text match finds all items containing the entered text:

Figure 159: Simple search for items containing ‘cat’

[ File List Gallery View Video View | Disk View

IK
(=] AL
X cat

.'.'Q_’g

Filename

1 Cats

2 Black Cats

3 Orange Cats

4 ‘rﬂ Baby_cat_sleeping. PG
5 [] Black Cats~SI30(590)
6 | CatsA10_Baby.JPG

(WS Y[Y[¥[
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In Forensic Explorer version 5.4.8.2036 and above the addition option of Simple (AND, OR, NOT) is added as an
additional search option. This adds Boolean search logic to a Simple search. The Boolean operators are OR, AND,
NOT, (). For example:

The simple search ‘cat AND black’ returns:
e All items that contain the word ‘cat’, AND
e All items that contain the word ‘black’.

Figure 160: Simple with AND

[ File List Gallery View Video View [ Disk View
)
5 [= (A2 cat AND black )
Filename
] 1 Black Cats
] 2 [ Black Cats~5130($50)
| 3 Fi BlackCat 1.JPG
| 4 | Black Cat 2.JPG

The simple search ‘cat OR black’ returns:
e All items that contain the word ‘cat’, OR
e All items that contain the word ‘black’.

Figure 161: Simple with OR

[F] File List Gallery View Video View | Disk View

i [= Lfa-z cat OR black J

Filename

Cats

Black Cats

Orange Cats
Baby_cat_sleeping. PG
[[] Black Cats~8I30(520)
& CatsA10_Baby.JPG
£ CatsAZ Mary.JPG

|
I,
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The simple search ‘cat AND NOT black’ returns:
e All items that contain the word ‘cat’.
e AND NOT items that contain the word ‘black’.

Figure 162: Simple AND NOT

(7] File List Gallery View Video View || Disk View

o (= I:a—z cat AND NOT black J

Filename

Cats

Orange Cats
Baby_cat_sleeping. PG
CatsA10 Baby.JPG
CatsA2_Mary. PG
CatsA3_Choco.JPG
CatsA4_Kristaji. PG

[N Sy %

&, | o, |, |,

For more complex joining of the operators use brackets. For example:

(cat OR dog) AND NOT (black OR orange)

COLUMN FILTER: NOT

Displays any value which does NOT match text entered. When the NOT column filter is active, the A-Z icon turns
black, as shown in Figure 163 below:

Figure 163: NOT column filter active

Ll |: Ename
A

COLUMN FILTER: REGEX

Regular expression search. When the RegEx column filter is active the icon changes to a formula, as shown in xx
below:

Figure 164: RegEx column filter
ﬁdv |: Ename

RegEx quick start guide:

abc... Letters

123.. Digits

\d any Digit

. any Character

\. Period

[abc] Onlya, b, orc
[*abc] Not a, b, norc
[a-z] Charactersatoz
[0-9] Numbers 0to 9
{m} m Repetitions
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{m,n} m to n Repetitions
* Zero or more repetitions
+ One or more repetitions
? Optional
\s any Whitespace
ALS Starts and ends
0] capture Group
(a(bc)) capture Subgroup
(.*) capture Variable content
(alb) Match’saorb
\w any Alphanumeric character
\W any non-alphanumeric character
\d any Digit
\D any non-digit character
\s any Whitespace
\S any non-whitespace character

éCOLUI\/IN FILTER: DOS MASK

File masks consist of any combination of three general symbol types:

e  Fixed characters, such as letters, numbers and other characters allowed in file names.

e ?(Question-mark character) that stands in for any single character.

e  *(asterisk character) that stands in for any number of various characters.

For example, file mask:

?at.jpg

*e.jpg

Refers to all files with three letters in their name ending with at, and .jpg extension,
matching:

cat.jpg
mat.jpg
hat.jpg
rat.jpg

and all other files starting with any character and ending with at.jpg.

Refers to all .jpg files that start with h, end with e, and contain any number (including
zero) in between, matching:

ashe.jpg
hue.jpg
here.jpg
house.jpg, etc.

DOS Mask (AND, OR, NOT) adds Boolean logic OR, AND, NOT, () to DOS Mask statements. See ‘Simple (AND,

OR, NOT)’ above.
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Manage columns (see Custom Columns for more detail):

B9 column Headers >
Available: Current Columns: (in order)
| #2¥  Available Fields | | 2™ fvailable Fields |
Module Fields | Filename

| Attributes o] Extension

ii| Base Bates # | Path

i| Baze Filename E Logical Size

3| Base Path 1] Physical Size

ol o] Modified

is| BIAS Time <-Remove E

51| Bookmarked E Created

2] Byte Start Add > 1] Accessed

E Classification E Bookmark Folder

E Data Level | Bates #

o Data Size

E Deleted

o] Directory Level

| Duplicates

M= - . . -

Format... Move Up Mave Down
Default Custom Ok Cancel

The Explorer Tool is applied in a list view and allows navigation of the file system in a similar fashion to Windows
Explorer.

To access the Explorer tool:

1. Right click on a List view window.

2. From the drop-down menu, select “Explorer Tool”:

3. The Explorer Tool then appears above the List view column headings, as shown in Figure 165: Explorer
Tool below.
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Figure 165: Explorer Tool

| File List

Gallery View Video View || Disk View @ Category Graph

Z3 | Mew Case 37 » DEMO 7.EO1 » Root » Aircraft Photos
DEMO 7.E01

% [~ | DEMOQ 7.E01\Root\Documents and Settings
B CEMO 7.E01\Root\Aircraft Photos

] 1 [ | B24 DEMO 7.E01\RootiAircraft Photos), ]
] 2 || Bomber DEMO 7.E01'\Root\aircraft Photos, ]
] 3 | Commerdal ... DEMO 7.E01\Root\Aircraft Photos), ]
] 4 || Helicopters DEMO 7.E01\Root\Aircraft Photos), ]
] 5 || War Planes DEMO 7.E01\Root\Aircraft Photos), ]
] 6 [[] B24~8I30(5... DEMO 7.E01'\Root\Aircraft Photos), 56
] 7 [C] B24~8I30(5... DEMO 7.E01'\Root\Aircraft Photos), 4,096
] 8 [ B24~8130(5... DEMO 7.E01'\Root\Aircraft Photos), 8

e Click on a folder in the path to jump to that folder in the List view.

e Use the drop-down menu to jump to a recent path.

Folders filters are applied using scripts. See Filters, for more information.

9.13 COPY ROWS TO CLIPBOARD

“Copy Row(s) to Clipboard” is a function specific to a List view. It allows the text in the List view table to be
copied and pasted directly into an external program like Microsoft Excel. To copy rows to clipboard:

1. Highlight the required rows in the List view.

2. Right click and select “Copy Row(s) to Clipboard” from the drop-down menu.
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10.1 PREVIEW

IMPORTANT: When working with physical devices, accepted forensic procedure dictates the use of a write block.

Refer to Appendix 2 - Write Blocking, for more information.

Forensic Explorer allows the investigator to preview a device, image, or registry file without first creating a case.

To preview a device, image, or registry file:

Click the Preview button in the Evidence module:

NOTE - v2.3.6.3518: From version v2.3.6.3518, the Evidence module Preview button is no longer
displayed by default. To display the preview button, in the Forensic Explorer drop-down menu, select
Options > and check Show Preview button. The option is stored in a registry key and needs only be
set once.

Figure 166: Preview button in the Evidence module

Preview

When the preview button is clicked:

A unique preview working folder is created using a Global Unique Identifier (GUID) in the following
path: C:\Users\Graham\Documents\Forensic Explorer\Previews\{GUID [e.g., 8709A41C-38B6-4F9E-
BA18-633B394721C5]}.

The evidence window in the Evidence module identifies that a preview is in progress with the words
“Case: Preview”. The Add Device, Add Image, Add File, Add Folder, Add Group and Remove buttons
become active in preparation for adding evidence to the preview, as shown in Figure 167 below:
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Figure 167: Evidence Tree in the Evidence module identifying a “Preview.”

Evidence
Previ 1
B Add device g review (1)
. [0 15057702 Dell Laptop.E01 (0)
Add image
[y Add file
Property |'l.|'alue
@ add.cemole Device Type Disk Image
) Bytes Per Secto 512
g Add folder YEES FEr Sector _
Current Filename E:\GH Forensic Images'-— TRAIN
% Add group Device Size 74.53 GB (30,026,361, 344 bytes|
Original Filename E:\GH Forensic}lmages‘l,— TRAIM
% Remave Image Type Encase
IsLogical Mo
Encase Examiner John Zeke Thackray
Encase Case Mumber Op Payback
Encase Evidence Mumber 16051702
Encase Description 16051702 Dell Laptop

For information on adding evidence to a preview, see “10.4 Adding a Device”.

A preview can be saved as a case at any time by selecting the Save button in the Evidence module or using the
“Forensic Explorer > Save Case” drop-down menu item.

When a preview is saved information in the preview GUID folder is transferred to a case folder (see the “New
Case” section below) and the GUID folder is deleted.

10.2 NEW CASE

To create a new case:

1. Click the New button in the Evidence module:

Figure 168: Evidence module, new case button

(+)

MNew Case

The “New Case” window will open, as shown in Figure 169 below:
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Figure 169: New Case window

Mew Case O X
5

Case Name: |Case 123 |

Investigator: | Graham Henley e Mew. .. Edit...

Cases Folder: |C: WsersOwnerDocuments \Forensic Explorer{Cases @.|

Case Motes: | Thiz is 3 test case.|

Case Time Zone Settings

TimeZone: Local Time L

TimeZone Mame: |AL.I5 Eastern Standard Time (-600 mins) |

Daylight Savings: |.ﬁ.L.I5 Eastern Daylight Time {-660 mins) |

STD/DLS Bias: 600 /|60 | minutes

Case Created: |30-DE|:—16 10:40:45 AM |

carcel

Enter the relevant case details:
Case Name requires a unique name is automatically used to create the case folder in the working path.

Investigator can be selected from the drop-down list, or click the New button to create a new investigator.
Forensic Explorer records activity in a case by assigning each investigator a unique investigator ID (GUID).
Investigator details are stored in the case file and will be transferred with the case file if it is moved from one
analysis computer to another. Investigators details are also saved into a local database to ensure that they are
automatically available in the drop-down list for future cases. The default location for this database is:
C:\Users\[profile]\Documents\Forensic Explorer\Databases\Locallnvestigator.rsv. To add, edit or delete an
investigator, see 10.2.1 - Managing Investigators, below.

Cases Folder is the location where files for each case are stored.

Case Notes are used to briefly summarize the case. This information is used in other parts of the program, such
as in the “Recent Case” section of the Evidence module.

Case Time Zone Settings are applied to the entire case. The default is the local time zone. Refer to Chapter 21
for more information about date and time.
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Case Created identified the date and time that the case is created per the local system clock.

Click OK in the New Case window to create the case. Working folders for the case are written (see “Working
Path” page 38) and the new case is saved for the first time. The Processes window will confirm when this process
is complete. Evidence can now be added to the case. See “Add evidence to a case” on page 174.

10.2.1 MANAGING INVESTIGATORS

To add, edit or delete an investigator, select “Investigators” from the Forensic Explorer drop-down menu:

Figure 170: Forensic Explorer drop-down menu.

=

Save
Investigators...

Options

01 8 & I

Layout 4

lcon Editors 3

go
-

Feedback...
License Manager...
About...

Help

@eeE

Exit

Select and edit the investigator as needed:

Figure 171: New Investigator

List of Investigators E

Investigator ID: |{728AA SE7-71CC-4A80-B9DD-6EDF215CB |

Full Name: |\u'era Leung |

Title/Position: |Tesber

|
Organization: |Gei£)ata |
|

Department: |Testing

Contact  Address

Phone: |+61(0)2 82086053
Fax: |+61(0)2958381195

Email: |vara@gebdata.com |

URL: |wu\".i\'.fDrensicexp\orer‘cDm |

Import VCF Export VCF

Save Reset
Add Delete

Import VCF is a fast way to import investigator details using the VCard.vcf format.

Export VCF export the currently selected investigator to a file in VCard.vcf format.
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10.3 OPEN AN EXISTING CASE

To open an existing case,

1. Click the Open button in the Evidence module:

Figure 172: Evidence module, new case button

Open

This will open the “Open Case File” window. When a .case file is highlighted the meta-data for that case is
displayed on the right-hand side of the Open Case File window (shown in Figure 173 below). Click Open to open
the case file.

Figure 173: Open Case File

a Open Case File >
Look in: | New Case 4 ~ | e N )
MName ° Date modified Type Case
* P ’@ Case 4 |
. AttachedEvidence 02-5ep-201912:22...  File folder
GurdErEESe DTSearchindexes 02-5ep-2019 12:22...  File folder %%gﬁ{mmso_gmmmm'
- Exported 02-5ep-201912:22...  File folder
Logs 02-5ep-201912:22...  File folder ’Wiﬁgaw—‘
Desktop Reports 02-5ep-201912:22... Filefolder L=2teund
- D MNew Case 4.FEX 02-Sep-2019 12:22... FEXFile Investigator ID
m 723AASET-71CC-4AB0-B90D-6EDF 219
Libraries Created On

02-5ep-2019 12:22:15PM |

! Case Notes

This PC

MNetwork < 2
File name: Mew Case 4. FEX e Open
Files of type: Case Files (*.FEX) ~ Cancel

2. The Select Investigator window opens so that the person who is about to work on the case can be
identified. Select your name from the drop-down list. Click Edit to preview and change your details if
required. If your name does not appear in the drop-down list, click “New...” to create a new
investigator. Click OK to continue.

Figure 174, Select investigator window.

Select Investigator

Investigator: |Vera Leung w Mew. .. Edit...

The evidence in the case will then populate and display in the “Evidence” window of the Evidence module.
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Recent cases can quickly be opened by selecting the case name from the “Recent Cases” list on the Evidence

module.

When a recent case is highlighted in the Recent Cases list, the “case description” entered when the case was
created will be displayed in the description field, as shown in Figure 175 below:

Figure 175: Evidence module > Case’s tab, Open recent cases

Recent Cases

Case Details ‘ Age |
Marme: New Case 44
Investigator;  Vera Leung Less than
Created: 16-5ep-2019 11:35:01 AM 1 minute
Mame: MNew Case 43
Investigator:  VeralLeung 33 mins
Created: 16-5ep-2019 11:02:17 AM
Property |'|.‘a|ue
Case Mame MNew Case 44
Case Path C:Wsers\Wera\Documents\Forensic., ..
Investigator Vera Leung
Created 16-5ep-2019 11:35:01 AM
Age Less than 1 minute
Case Motes This iz 3 test case

10.4 ADDING EVIDENCE

Evidence in Forensic Explorer can be:
e Adevice (including a remote device).
e Aforensicimage.
e Aregistry file.

e Afile.
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10.4.1 ADDING A DEVICE

IMPORTANT: When working with physical devices or active files, accepted forensic procedure dictates the use
of a write block. Refer to Appendix 2 - Write Blocking, for more information.

To add a device:
1. Create a preview (see 10.1), a new case (see 10.2), or open an existing case (see 10.3);

2. Inthe Evidence module, click the “Add Device” button. (If the Add Device is inactive, click on the case
name in the evidence window to activate the buttons). This will open the Device Selection window
show in Figure 176 below:

Figure 176: Device Selection window

B Device Selection - O X
Select the Device you want to analyse:
Device Label Size FS Type
= }& My Computer
=] a HDO WDE WD 10J31X-00U3VT0 01.0 ATA 931,51 GB SATA (SCST)
BE GH-Data 931.51GB NTFS  SATA (Win)
=] a HD1 WDE WD7500BPKX-00HP] 01.0 ATA 698.64 GB SATA (SCST)
e GH-Data §98.64 GB NTFS  SATA (Win)
= B wp2 SanDisk SDESBIM256G1002 X231 ATA  238.47 GB SATA (SCSI .
a (55D & AddRAID
- = X 0s 216.90 GB NTFS ~ SATA (Win)
B a HD3 WIBU - CodeMeter-Stick v1.0 39.3MB USB {5CSI)
- @ Remote
BF CODEMETER 38.6 MB FAT32 USE (Win)
5l Remove
= Refresh
s G

The Device Selection window includes the following information:

Label: Physical drives are listed with their Windows device number.
Logical drives display the drive label (if no label is present then "{no label}" is used).

Size:  The size column contains the size of the physical or logical device. Note that the actual size of the
drive is usually smaller than what the drive is labeled. Drive manufacturers usually round up the
drive capacity, so a 453.99 GB drive in this screen may be sold as 500GB.

FS: The File System on the drive, e.g., FAT, NTFS or HFS.
Type: Describes the way in which the drive is connected to the computer.
To add a physical or logical device:

1. Highlight the required physical or logical device and click OK, or.
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2. To add a RAID, click the Add RAID button to access the RAID selection window. (Refer to Chapter 25 -
RAID, for more information about examining RAID devices).

Troubleshooting: If the drive is not listed, check for basic connection issues (cables / power etc.). Check
Windows Disk Management to ensure the device is being correctly recognized. Press the refresh button
to refresh the Device Selection window.

Click OK to add the device. The Evidence Processing Options window will open. See 0 - Credentials are
case specific. If credentials are used between cases, the Import and Export buttons can be used to save
and load them for each case.

4. Evidence Processor, below.

10.4.2 ADDING A REMOTE DEVICE

Forensic Explorer has the capability to examine remote devices across a network using the UDP protocol (User
Datagram Protocol is one of the core members of the Internet Protocol Suite).

DEPLOY THE GETDATA UDP NETWORK SERVER AS STAND-ALONE

To examine a network device, it is necessary to deploy and run the GetData UDP Network Server,
GetDataNetworkServer.exe on the remote computer. This file can be found in the Forensic Explorer installation
folder.

When the GetData UDP Network Server is deployed, and run, the following screen appears:

Figure 177: GetData UDP Network Server

GetData UDP Metwork Server n
Server
Server IP: 192.168.64.1
Server port: 443
Server Status:  Waiting

Version: v2.4.0(85)
Ready

Close

Server IP: The IP address of the computer on which the Network Server is running. IMPORTANT: When
troubleshooting, double check the IP address using CMD line “IPCONFIG” command to ensure
the correct machine address.

Server port: The port for communication is 443.

Server Status:  The server enters “waiting” mode for the connection from Forensic Explorer.
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Note: It may be necessary to configure firewall settings on the remote computer to enable remote access to the
GetData UDP Network Server.

NETWORK SERVER COMMAND LINE OPTIONS

The GetData UDP Network Server can be deployed from the CMD line on the remote computer with the
following switches:

/Q Quite Mode (No GUI).
JP:XXXX Specified port number.
IMPORTANT: When deployed in Quite Mode:

e The GetData UDP Network Server will appear as a running process in the Windows Task Manager. The
name of the process is the name of the executable (i.e., rename “GetData UDP Network Server” as
needed).

e The GetData UDP Network Server can only be terminated by ending the process in the Windows Task
Manager.

DEPLOY THE GETDATA UDP NETWORK SERVER AS A WINDOWS SERVICE
The GetDataNetworkServer can be deployed as a Windows Service.
To install as a service, use the following command line switch:
e  GetDataNetworkServer /install /silent
To uninstall the service, use the following switch:
e  GetDataNetworkServer /uninstall /silent.

If a non-default port is required (i.e., a port other than 443) the following key must be added to the registry to
specify the port number:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\GDStreamService\UDPPort(DWORD) = 443
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éCONNECTING TO THE GETDATA UDP NETWORK SERVER

To connect to the GetData UDP Network Server, follow “Adding a Device” in paragraph 10.4.1 above. In the
Device Selection window, click on the Remote button. The following screen appears:

Figure 178: Forensic Explorer Remote Server Connect Settings

.5} Remote Server Connect Settings — U
Connect | Speed Test | Log
Server IP Address |192.168.100.102 Port |443 =
Mo. of 8k Pages |7 =
[ Use Compression {Only for slow connections)
IUze Checksums
[ |use Enayption -1 =
WAC: GetData Boot 455,76 GB
WAD: GetData Test ... 1.82TB
WL IF: CODEMETER 38.6 MB
\\ \PHYSICALDRIVEQD VW \PHYSICALD. .. 455,75 GB
|\ \PHYSICALDRIVE 1 \\ \PHYSICALD. .. 182 TB
\\ \PHYSICALDRIVES \\ \PHYSICALD. .. 39.3MB
Ok Cancel
Server IP Address: Enter the IP address of the remote computer as displayed in the Server IP field of the
GetData UDP Network Server.
Port: Ensure the Port number uses the same port as the GetData UDP Network Server

(default is port 443).

Click the Connect button to view the available physical and logical devices on the remote computer. Select the
required device and click OK.
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The selected device should now appear under the Networked section of the Device Selection window, as show
in Figure 179 below:

Figure 179: Device Selection window showing a UDP connected network device.

B Device Selection = B
Select the Device you want to analyse:
Device Label Size F5
= ';,,‘,1_ My Computer
+ E HDO WDC WD7500BPKX-00HP] 01.... 698,64 GE
+ E HD1 WDC WD7500BPKX-00HP] 01.... 698,64 GE § Add RAID
+ E HD2 SanDisk SDESE1IM256G 1002 ... 238,47 GB
£ ﬂ HD3 WIEL - CodeMeter-Stick v1.0 39.3ME
_ @ Network
= Ma¥ networked
=,
= E- 192.168.100.102 (443)
" Remove
5 C:  \\.\C:Pages-7 Encrypt-0 Hashed 465,76 GB -
‘ a,‘ Refresh
K Cancel

Click OK to begin processing the drive.

10.4.3 ADDING A FORENSIC IMAGE

To add an image file to a case:
1. Create a preview (see 10.1), a new case (see 10.2), or open an existing case (see 10.3);

2. In the Evidence module, click the Add Image button. (If the Add Image button is inactive, click on the
case name in the evidence window to activate the buttons).

Note: Due to the low-level processing requirements of most forensic investigations (e.g., sector level
keyword searches, indexing, etc.) it is recommended that image files be located on a high-speed device,
such as a local hard drive (minimum USB2 speed).

3. Click OK to add the forensic image. The Evidence Processing Options window will open. See section 0
below.

A manual sector size adjustment in the Evidence module allows users when adding evidence to manually cater
for Advanced Format Drives (512e) with 4096-byte physical sectors which report as 512-byte logical sectors.
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This is achieved by selecting Add with Options in the drop-down menu in Add image:

Evidence
&= New Case 8 (1)
Radidaice [ 18017701 DellLaptop E01 (0)
Addimage ~
B3 Add Image Options L\@ — m] X
[y Agd file
- Options
I Add image |- & sddremote Sector Size:! _
] & Add folder

Add image ’
¢ Add group Cancel

Add with Options... & Remove

. ADD WITH OPTIONS
There are three common hard drive types that a forensic examiner may encounter:
1. "512" with 512-byte physical sectors reporting as 512-byte logical sectors.

2. "Advanced Format Drives (512e)" with 4096-byte physical sectors which report as 512-byte logical
sectors.

3. "4K native" with 4096-byte physical sectors which report as 4096 physical sectors.

How a hard drive is recognized can depend on the third-party device through which it was accessed (e.g., USB
hub, write blocker, forensic image hardware). For example, some third-party devices may recognize 512e drives
as 512:

"Many host computer hardware and software components assume the hard drive is configured around
512-byte sector boundaries. This includes a broad range of items including chipsets, operating systems,
database engines, hard drive partitioning and imaging tools, backup and file system utilities as well as
a small fraction of other software applications. In order to maintain compatibility with legacy computing
components, many hard disk drive suppliers support Advanced Format technologies on the recording
media coupled with 512-byte conversion firmware. Hard drives configured with 4096-byte physical
sectors with 512-byte firmware are referred to as Advanced Format 512e, or 512 emulation drives."
(https.//en.wikipedia.org/wiki/Advanced_Format, accessed 1 August 2019).

"The translation of the 4096-byte physical format to a virtual 512-byte increment is transparent to the
entity accessing the hard disk drive. Read and write commands are issued to Advanced Format drives in
the same format as legacy drives. However, during the reading process, the Advanced Format hard drive
loads the entire 4096-byte sector containing the requested 512-byte data into memory located on the
drive. The emulation firmware extracts and re-formats the specific data into a 512-byte chunk before
sending the data to the host. The entire process typically occurs with little or no degradation in
performance." (https://en.wikipedia.org/wiki/Advanced_Format, accessed 1 August 2019).

In the case where a 512e drive is mis-identified during acquisition, to load the forensic image into FEX it will be
necessary to adjust the sector size to correctly parse the file system.

More reading:

https://en.wikipedia.org/wiki/Advanced Format

https://digital-forensics.sans.org/blog/2010/07/28/windows-7-mbr-advanced-format-drives-e512
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10.4.4 ADDING A CORRUPT FORENSIC IMAGE

1. During the add image process a validity test for .EO1 and .EXO01 files is conducted to determine if:
a. theimage setis complete (i.e., all segments are present); and

b. that the image has a valid structure (IMPORTANT: This is validation test only and does NOT
replace the need to hash verify).

2. Ifan erroris detected a message box will display:

Figure 180: Invalid image (missing segment)

Error pod

e Error reading image:

Ef--- TRAIMING ---\2. Evidence\Op Payback -
Hsl\Mary Thomas Hamilten' 1207707 Dell
Laptoph 12071701 Dell Laptop.EO7

MISSING segment

Do you want to continue?

Clicking the Yes button will continue to add the corrupt image. Any missing or corrupt data is replaced by
zeros. A corrupt image that has been added to Forensic Explorer is identified by a red X on the image icon,
as shown in Figure 181: Icon showing a corrupt image has been added to Forensic below:

Figure 181: Icon showing a corrupt image has been added to Forensic Explorer.

H&-&-e
1T Evidence File System ﬁ Art
a \ ¥ = O

Recover File T  Shadow Signature T Expa
Folders Carve Copy Analysis File]

Folders Categories

Filter: v | =

T[] 2= Mew Case 4 (1) [Local Time]

=2 = 18017701 Dell Laptop.E01 (4) [Local Time]
T[] =g Partition @ 2048 (11) []
C»[] =2 Partition @ 206843 (11) []
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10.4.5 ADDING A REGISTRY FILE

To add a registry file to a new case:
1. Create a preview (see 10.1), a new case (see 10.2), or open an existing case (see 10.3);

2. In the Evidence module, click the Add File button. (If the Add File button is inactive, click on the case
name in the evidence window to activate the buttons). This will open the add file window.

3. Select the registry file and click OK. The Evidence Processing Options window will open. See section
10.5 below.

Note: A registry file can also be added from the File System module. Locate the registry file, right-click and select
Send to > Registry from the drop-down menu. See 16.2 for more information.

10.4.6 ADD FILE

To add a file to a case:
1. Create a preview (see 10.1), a new case (see 10.2), or open an existing case (see 10.3).

2. In the Evidence module, click the Add File button. (If the Add File button is inactive, click on the case
name in the evidence window to activate the buttons).

3. Click OK to add the file. The Evidence Processing Options window will open. See section 10.5 below.
The file will be added to the File System module.

10.4.7 ADD FOLDER

The Add folder button enables the investigator to add a folder full of files to a case (for example, a folder
containing Microsoft Word documents). Add Folder will add all files, including subfolders and their contents.

To add a folder to a case:
1. Create a preview (see 10.1), a new case (see 10.2), or open an existing case (see 10.3).
2. Inthe Evidence module, click the Add Folder button.

3. Inthe Browse to Folder window, navigate to the required folder and click OK. The Evidence Processing
Options window will open. See section 10.5 below. The contents of the selected folder (and subfolders)
will be added to the File System module.

10.4.8 CREDENTIALS

The Credentials button is a repository for case Bitlocker and APFS passwords and/or credential files. If an
encrypted drive is detected Forensic Explorer will cycle through this list to locate the valid password.

Important: This functionality is not intended for password cracking. Windows will force a delay between
password attempts. For speed purposes, it is recommended that no more than 10 passwords be added to this
list.
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Figure 182: Credentials Edit.
B Credential Edit

Text Passwords  Credential files

Password List: {one per line)

Password
password1
Otmary 1234
1234586,
123456789,
gwerty.
password,
12345|
12345678
Otadam1234

Iripart. . Expart..

« [ ome ]

When an encrypted partition has been accessed using a password, the password is displayed in the tree view,

as shown in Figure 183 below .

Figure 183: Encryption Password.

Folders Categories

Filter: [ Mo Filter

Filename

C:[] g Mew Case (4) [Local Time]
=[] [} 20017703 - BITLOCKER - Thumbdrive 2 Smart USB.E01 (2)
-] @ Bitlocker Partition (7) [] [0tadam1234]
= [ 20013704 - TD2SMART G3 USE APFS Encryp
C:[] = EFI Partition @ 40 (5)
BT @ CLEAN (5) [0tadam1234]
=] [ 20013705 - FILEVAULT - ScanDisk Ultra ™
C-C>[] i=g EFI System Partition (EFI 1) (7)
Cr[] 5 orphaned (0)
C:] ) Root (1)
-] @ EFI Partition @ 409640 (10)
T[] [ Apple (14)
C:[[] 5 orphaned (0)
[ = Booter (EFI 3) (10)
=-Cx [N 20081701 - Thumbdrive.E01 (2)
L[ g Bitlocker Partition (0) [ 1

[Dtadam 1234]

Credentials are case specific. If credentials are used between cases, the Import and Export buttons can be used

to save and load them for each case.
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10.5 EVIDENCE PROCESSOR

The Evidence Processor window opens when evidence (a device, image, or file) is added in the Evidence module.
The Evidence Processor window has two functions:

1. To configure the processing options that will automatically take place when the evidence is added;

Note: Evidence processing tasks, such as file carving, do not have to be automatically run. They can be
individually run later in the case.

and:

2. To enable the forensic investigator to modify dates and times in the evidence relative to the time
zone in which the evidence is situated or was acquired.

Note: Time zone settings can be configured or adjusted later in the case from the File System module.
See Chapter 21 - Date and Time, for more information.

Forensic Explorer determines the type of evidence added (e.g., device, forensic image, registry file, or other file)
and displays a default tasks list per the file type.
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Figure 184: Evidence Processing Options (showing options for a forensic image or device)

Evidence Processor

Evidence Mame: 20011702 - Dell Laptop.E01

(DEFALLT)

Tasks
[ FileSystem
<@ Process in Paralel
5% Verify Device Hash
&% Search for 15O Tracks (CD/DVD)
% Search for MBRs
L% Search for FileSystems
% Signature Analysis
s Compound File Expansion
Process in Parallel

¢
- [T

=
[=1)

o b

OOO000000OREEOOEE m

.7 Hash Files

"2 Entropy Files

"0 Extract Metadata
i File Carve

% Mew Index

-5 Cache Thumbnails

“n Cache Video Thumbnails

EETEETETRETLCERR

- Adjust Time Zone Settings

TimeZone: UTC {(+00:00) i
TimeZone Mame: {0 mins)

Daylight Savings: {0 mins)

STD,/OLS Bias: i} j o minutes

Cancel

The Evidence Processor window enables the investigator to configure specific tasks (such as hashing, signature
analysis and file carving) that will automatically take place when evidence is added. Whilst it is possible to
perform these functions independently later, the processing window enables the investigator to batch these
tasks at the start of the case.

The Evidence Processor window uses the following icons:

Parent / Child: Indicates a parent / child relationship between tasks. A parent tasks must be
completed before a child task can commence.

'@ Process in Parallel: Identifies that the tasks listed in the immediate sub folder will process
concurrently in separate threads.
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iy A task: Indicates a task that can be enabled or disabled.

[ Task options: Identifies those settings for the task must be configured if it is enabled.

CUSTOM PROCESSING PROFILES

At the top of the Evidence Processor is a drop-down menu and save button that enables the investigator to save
and load custom Processing Profiles. Saved profiles are stored as .txml files in the “Documents\Forensic
Explorer\Startup\” folder. Forensic Explorer will default to the last used task (as stored in the registry).

When a different profile is selected from the drop-down menu the following warning message is displayed:

Figure 185: Changing the evidence processing profile.

Warning >

Loading a new set of Tasks with remove all existing tasks
Are you sure you wish to continue?

Yes Cancel

. DEFAULT TASKS

The default settings in the Evidence Processing window when adding a device or an image file is to read and

display existing file systems.
Search for Known MBRs

A Master Boot Record (MBR) is the very first sector on a hard drive. It contains the startup information
for the computer and the partition table, detailing how the computer is organized.
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